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1. iptables A X R =5 AL AH3}7]

upet AW e NATY Bz 32S 243 AL83f
2 sl o] 7] o] EH &= netfilter 7]¥H9] iptablesoll T3l

= http:/ /www.netfilter.org
= http:/ /www.iptables.org

3 netfilier/iptables project homepage - The netiilter/iptables project - Microsoft Internet Explorer

OHEY BEE) 20 SHEIN EMI EZSTH) i
e ©- B @G P o @2 RS LA S

D) ] http:/Fwww,netilter. ora/ vIBos =2
Google - v| gpaas - Duhek pley

irewalling, NAT and packet mangiing for Linux 24

| cvs.neffilter.org | lists.neffilter.org | bugzilla.netfilter.org | people.neffilter.org

Coreteam

conlibulors What is neffilter/iptables?
License
Thanks netfilter and iptables are building blocks of a framework inside the Linux 2.4 .x and 2.6 x

kernel. This framework enables packet filtering, network addresss [and port] translation
(NA[P]T) and other packet mangling. It is the re-designed and heavily improved successor

EI'|UE°EEEIEr:'”E;§L”f'WD'“3'”U 2004 of the previous Linux 2.2.x ipchains and Linux 2.0.x ipfwacdm systems.

Securepoint GPL ) . X .
ASUS GPL netfilter is a set of hooks inside the Linux kernel that allows kernel modules to register

Eujitzi-Siemens GPL callback functions with the network stack. A registered callback function is then called

“C—é',”;‘gfnf';mus back for every packet that traverses the respective hook within the network stack.

iptables is a generic table structure for the definition of rulesets. Each rule within an IP
ntabloat 2 11 table consists out of a number of classifiers (iptables matches) and one connected action
ornng-20040621 (iptables target).
pom-20031213
S Repository netfilter, iptables and the connection tracking as well as the NAT subsystem together build

ftp Server
rsync Server the whole framework. 1
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D Kernel #F423

make config (%= make menuconfig)

4= — Networking options A€

@ netfilter A7 &<l
IP Netfilter Configuration 1€

AR |

@ netfilter A3 321

R

Connection tracking 41 €]

- root@firewall: fusr/src/linus

Arrow keys navigate the menu. <Enter> selects submenus --->_  Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <N> modularizes
features. Press <Escr<Esc> to exit, <7> for Help. Legend: [+] bullt-

[] excluded <N> module < > module capable

ode maturity level ootions

oadable wodule support ===

rocessor tyoe and features

eneral setup ---»

M mory Technology Devices (KTDJ

arallel port support --->

lug and Plny cnnllwrlllc\n ——3

lock devices -—-—»

Holtl- dmlloe support (ALID and LVM) ---»

lephony Supp: —
TlIIDEleI.fﬁLL sunoort =—
G5l support

-==z
usion NPT device support ===>
20 device support =--»
N l!ork device support
eur Radio support =

n‘.li (infrared) support ---»

ON subsystes ———=

Id CO-RON drivers ( SCS1, not 1DE) --->
fput Core support

haracter devices
N Itimedia devices

Ile systeas ---»

onsole drivers --->

lugtoath support --->

<5l ect ] < Exit » < Help >

- root@firewall: fusr/src/linus

Arrow keys navigate the menu. <Enter> selects submenus --->. Highllghted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <N> modularizes
features. Press <Esca<Escr to exit, <> for Help. Legend: [=] built=in
[] excluded <N> module < > module capable

can ::kel socket
et socket: smapped 10
N lllnk device emulation
N twork packet filtering (replaces ipchaing)
N twork packet filtering debugaing (NER)
ocket Filtering
® domain sockets
CP.HP networking
P: multlcasting
= advanced router
: kernel level autoconflguration
= tunnel ing
: GRE tunnels over IP
: multicast routing
: TCP Explicit Conmtlon Notification support
: Ii':l" cockie s disabled oer default)
tual Serv:r onrlwrallon ===3
YLAN Support
<> he IPE protocal

<> ppletalk nrolo:nl SUBDOT
ooletalk devices ===

<5l ect ] < Exit » < Help >

Arrov keys navigate the menu. <Enter> selects submenus --->. Highlighted
letters are hotkeys. Pressing <f> includes, <> ewcludes, <> modularizes
features. Press <Esc><Esc> Lo exit, <> for Helo. Legsend: [+] built-in
[ ] excluded <N> module < > module capable

wrotocol supoort [HED
nanda protocal support (NEW)
FIF protocel suoport {
RAC protocol support (NEY)
F tables support (reouired for filtering/masa/NAT) (NER)
nit match support (NEW)
M C address match suoport (NER)
acket type watch support (HER)
n tfilter WARK match supoort (KEW)
M Itiple port watch support (NEW)
05 match suoport (KER)
ecent match support (NEW)

ENGTH match support (NEW)
IL match support (NER)
conss match support (NEW)
elper match support (NEW)
onnection state match support (NER)
onnect lon tracking match suoport (NEW)
acket filtering (NEY)
u|| HAT [HEW)
N SOUERADE target sumrt [NEIJ
EDIRECT target suppor
N T of local couneulons tnEno HELFY (NEY)
acket wangling [NEW)

fselect ] < Euit > < Help >




@ netfilter }:'j_ XE)] ﬁ—f?_]_ o root@firewall:/usr/src/linux

Linux Kernel

LOG target support A€

Arrow keys navigate the menu. <Enter> selects submenus —->. Highlighted
letters are hotkeys. Pressing <¥> includes, <> excludes, <i> modularizes

features, Press <Esc»<Esc> to exit, <> for Help. Legend: [+] built-in []
excluded <M> nodule < » module capable

<> SCP match support (NEY)
<> H/ESP natch support (NEW)
<35 ENGTH natch support (NEW)
<> TL natch support (NEW)
<> cpuss natch support (NEW)
<> elper natch support (NEW)
<> onnection state match support (NEW)
<> onnection tracking natch support (NEW)
<> acket filtering (NEW)
<> ull NAT (NEW)
<> Il SQUERADE target support (KEW)
<> EDIRECT target support (NEW)
N T of local connections (FEAD HELP) (NEW)
acket nangling (NEW)
05 target support (NEW)
CN target support (NEW)
SCP target support (NEY)
Il RK target support
L0G target support (NEW)
L0G target support (
CPHSS target support (NEW)
<> P tables support (NEY)

<Select> < Exit >

o FEs2 xR E B2 Ad ARYS A ¢ CDZ X e
M 712402 iptables W3ty 7|50 ZEZ AFsta AAT 7tFH Ad Hu
AL 53] BEER3 VT2 13, & Fe3d 75w AMESIES St AS AR
SHAIRE Ad Hupde] s3tA gvid o] #AgS Agsta ukE “STEP 3. iptables
s 883 & H47S 93 "o

iptables %3} A =¥le] && ZRIH FFo] oflet Ad FEAA AFsH7
o] HA AdelA watee] Fd £ ULF FAstoof ek o] & A=
AQAL2E thitol A HRYS dtofof st A2 T2 ofef URLAA o
& b4 Qdrh

rpm -q iptables : WA RPM B#HE
rpm -e iptables -nodeps : 4l WZo| ofgt 7]E9] iptables 7]

AAT FHE g

E o] &3le] 7]E9] iptables B WS 13t}
£ AHAlsted A =2



@ iptables A2s Th7]
v LY master sis.or ke

[root®isa-na? srcli waet http://www. iptables.ora/files/iptables-1.7.

—11:45:51— http://www.iptables.ora/Tiles/iptables-1.2.11 .tar .bz2
=» "iptables-1.2.11.tar .bz2'

Resolving www. iptables.ora... ¥E.

Connecting to www. iptables.org[213.95.27.115]:80... connected.

HITP 842 2dUL, NH2TEY SHE JC0E... 200 K

20: 156,980 [application/x-tar]

::::::::::::::::::::::::::::::::::::::::::::::::::::::::)] 1 55 G gBH Tg I 1 gK/S ETA 00: 00
11:45:53 (79.19 KB/s) - "iptables-1.2.11 tar . bz2' 2t EE=Y U SUCH [156988/156988]
[root®isana? srclf Is

[root®Kisa—na? srcli bunzip? -d iptables-1.2.11 tar.bz?
[root®isa-na? srclf Is

wget http://www.iptables.org/files/iptables-1.2.11.tar.bz2 : wgeto|t} IynxE  ©]8-31
iptables Al A2 TS Wt

bunzip2 -d iptables-1.3.1.tar.bz2 : T ®2 Yo <= o},

o
&

® 22 HEEY)

[root@Kisa—na? srcli Is

[root@Kisa—na? srclf bunzip2 —d iptables-1.2.11.tar.bz2
[root@Kisa—na? srclf Is

[root8Kisa—na? srclft

[root@Kisa—na2 srclf tar xvf iptables-1.2.11.tar
iptables-1.2.11/./

iptables-1.2.11/./extensions/
iptables—1.2.11/./extensions/Makefile
iptables—1.2.11/./extensions/ .BALANCE-test
iptables—1.2.11/./extensions/ .CLUSTERIP-test
iptables-1.2.11/./extensions/ .FT0S-test
iptables—1.2.11/./extensions/. IPMARK-test
iptables—1.2.11/./extensions/. IPY40PTSSTRIP-test
iptables—1.2.11/./extensions/ .NETL INK-test
iptables—1.2.11/./extensions/ .REJECT-testb
iptables—1.2.11/./extensions/ .ROUTE-test
iptables—1.2.11/./extensions/ .ROUTE-testh
iptables—1.2.11/./extensions/ . TCPLAG-test
iptables—1.2.11/./extens ions/ .X0R-test
iptables—1.2.11/./extensions/ .addrtype—test
iptables—1.2.11/./extens ions/ .ah-testh
iptables—1.2.11/./extensions/ .condition—test
iptables—1.2.11/./extensions/.condition—testb

rm -f linux : 3 E &2 T =3tpd, 248} linux Y EZ7F & faEg =
Yo J=A el

tar xvf iptables-1.2.11.tar : tar ¥ F¥ LS

%

o,

M



@ iptables Y EHZ °]F
[root@isa—na? srclff Is

[root8Kisa-na? srclf cd iptables-1.2.11
[root@Kisa—na? iptables-1.2.111¢ Is
COMMIT_NOTES Rules.make ipbtables-save.8 iptables-restore.§ iptables.c

COPY ING TODO ipGtables—save.c iptables-restore.c
CURRENT _ISSUES ipbtables—standalone.c iptables-save.f
INCOMPAT IBILITIES ipbtables.8.in iptables-save.c
INSTALL ipbtables-restore.B ipBtables.c iptables-standalone.c
Hakefile ipbtables-restore.c iptables.8.in

cd iptables-1.211 : ¢S5+ F HIEZE o5t

® ipatbles 73}
o Bt 192.168.0.1

[root@isa—na? iptables-1.2.111# pwd

/linux/src/iptables—1.2.11

[root@8Kisa—na? iptables—1.2.11]1# Is -1 /boot

A 2860

—rw-r-—r—— root root 237041 102 12 02:11 System.map-2.6.6-8hl

drwxr—xr-x root root 4096 3E 8 18:11

L e root root 49027 103 12 02:11 config-2.6.6-8hl

drwxr—xr-x root root 4096 3E 10 15:47

—rwr-—r—— root root 196994 122 29 17:22 initrd-2.6.6-8h!.img

8 2 G e root root 6406 108 11 00:26 message

B 1 e root root 1201765 108 12 02:11 vmlinuz-2.6.6-8hl

—rwr-—r— root root 1202818 33 10 15:39 vmlinuz-2.6.6-namool

[root8Kisa-na? iptables—1.2.111# make KERNEL_DIR=/boot

Extensions found:

cc —02 Wall —Wunused -1/boot/include —linclude/ —DIPTABLES_YERSION=H"1.2.118" -D_UNKNOWN_KERNEL _PO
INTER_SIZE —fPIC -0 extensions/|ibipt_ah_sh.o —c extensions/libipt_ah.c

Id —shared -o extensions/libipt_ah.so extensions/libipt_ah_sh.o

cc —02 Wall —Wunused -1/boot/include —linclude/ —DIPTABLES_YERSION=H"1.2.11%" -D_UNKNOWN_KERNEL _PO
INTER_SIZE —fPIC -0 extensions/libipt_connlimit_sh.o -c extensions/libipt_connlimit.c

Id —shared -o extensions/|ibipt_connlimit.so extensions/|il&ipt_connlimit_sh.o

cc —02 Wall —Wunused -1/boot/include —linclude/ —DIPTABLES_YERSION=H"1.2.118" -D_UNKNOWN_KERNEL _PO
INTER_SIZE —fPIC -0 extensions/|ibipt_connmark_sh.o —c extensions/libipt_connmark.c

make KERNEL_DIR=/boot : makeE ©]&3}e] 734 st} KERNEL_DIRS 7dtidE
22 AA &)=,

ipbtables.8.in >ipbtables.8
cc -02 Wall —Wunused -1/boot/include -linclude/ -DIPTABLES_YERSION=#"1.2.11#" -D_UNKNOWN_KERNEL_PO
INTER_SIZE  -¢ -o libipa/libipa.o libipa/libipa.c

ar rv libipa/libipg.a libipa/libipa.o
ri creating libipa/libipa.a
a - libipa/libipg.o
rm |ibiptc/libipdtc.o libipa/libipa.o libiptc/libipbtc.o
[root@Kisa—na2 iptables—1.2.111# make install KERNEL_DIR=/boot,

make install : AL T AAES F33tt}, KERNEL DIRS AU ETZ A3 F}

ol



@ A=A g1}

cn E11192.168.0.1

[root@Kisa—na? sbinl# cd /usr/local/sbin/
[root8Kisa—na? sbinl# Is -1

e 232

—FWXM—Xr X root root 51820 3E 10 16:42 iphtables

“Xr—X root root 51655 3 10 16:42 iptables

“Xr-x root root 56410 3 10 16:42 iptables—restore
-rwxr—xr-x 1 root root 53713 33 10 16:42 iptables—save
[root@isa—na? sbinlf

cd /usr/local/sbin/ : AXH IS FRI5t7] fa HA FUE o]Fsle FLdES s
o 719 2o gdo] EAgHH AR = o))l 2

1311
k7ol g7 et A gs] des & A Hoddt & A2EHS AFESE AZL A
92 A8 5 A gk A HEo] & F WEy #e] PP o<l iptablesE X5t
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2 WA AxF whol HAX|sk= Flo] FTh
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O filter E|o]E&
Walg o] 714 Al el HolB2A 5F Zd wEld RS ZHHIAY FEste o
S st} filter Hlo]BolE 7|2H o2 37019 chaino] &H|, INPUTS &Ko A] vsly
AA 7 Fete A2l 3k BE PSS FIeH, FORWARDE W3te S §asto] sy
o] REdEe T B o FaAY iR tE MuldAM Wi S R 1
1= Ao e ZEE, OUTPUTS wad iAo 952 Yrts fizle] sk ZE
H3Ee F, 3 do g5 A A4 delA ) AHlE T dak A= 317
F3tuA & 79 FORWARDE AHE-8tA ¢ba1, INPUTZ OUTPUT
g Zolth. 283l Yu2E H§ sty uE dAste Hsstax
9= FORWARD chaing AF&3te] 3o quEo] o
2

3 94‘:‘ lE%ﬂi v E}f ipFAE WHEs=

nat & POSTROUTING ¥} PREROUTING chain ©] >
Source NAT(SNAT) B wj JEo] i W ELF A SH FE vz
AF&-5 ™, PREROUTINGS Destination NAT(DNAT)EFA 3} wj % EM F2 R A W3}
H R 2 Fets gFS wElgo] HEstes WEAWMEZE X949 & o AgEY. S,
POSTROUTING AHF4 T4 AMAdipE AHESFHAA shtbe] &2l ipE QIEYS
a2 v F F7e §E2 AMEE 4 3 PREROUTINGS AHd ip & AW E
FotAA FEZ AMu|2~E stazr & ) AFSEh
O mangle Hlo]&
ol g AF AMEHAE FAT golE o= Atk mangle 2 39 TTLO|Y TOS
#e WAASFAY WAL o AMS-E+=d, mangle Elo]EL PREROUTINGY OUTPUT
chain ©2 o]Foj# 9lt}. PREROUTINGOIM = 298 AZ7F 24H7] Ao Wiy o
2 5o #HH H%SH WA AY wiAsta,, OUTPUT chamOML woll A g d
sfZlo] Watel S T3 v o HASAY w s

05
iﬁl
mlo

i o

202 A(chain)& FHZo] o5 F2E Yehled, 4249 table2 7H7to

£ chaing 7FXa gtk A& E9 filter HolE29 79 INPUT, FORWARD,
OUTPUT chain 5°] At} rule2 2479 chain o A= dA Wy FAs
53t

chain?} BAsd 120 AN oW A, F oW chaing 53| o] EHExA
of tha) LoluES a4 T ahAASt 2o] WaH o Fahk AANE P9E
Azl wel 2 T Zel2 rolAh =, Waky ARz Fshe AT ey
2 Eoste] Wahy Yro AXg te Ame Pk A6l ot 97 Aot
ole) agelN HE wE $2o02 2HAA He Aold

gebd A WA A9 A AA e $d% A9 =, ks A A
MHlz SR AzEy A wa s)5e B TaEe A5 49
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= 7ol A=Y HEZE WEA Hi, NATY HA 4sid s

wake 7o AHE Eedolyt m%zo] g Afeds ¢35 B2 wWE=2A =
o 28 o]¢} #AI§le] mangle table®] PREROUTING chain, nat table®]
PREROUTING chain, POSTROUTING chaine ¥52Zo2 AXH 7l AL &
At

Routing
decision

FORWARD

T o
mangle

Seme, Je——

nat
POSTROUTING

Network

[Z9 4] B3t Mo HA olF A=

STEP 4. iptables B & o] A& 23]7]

iptablesE AFEE TH|7F HJAOBZ o]A iptablese] WEHo] AW, F rule A
A Wl Fash ¥ /A NE ol T} iptables 9] 7]EAQ WEHo £ Ty

Zo
iptables [-t table™] W&ol [l SA4] [EHA]

AL 1A AT A2 AHEE table
o] = Z tabled & 7‘];‘33}}] XS
EEEEEICE g
3= a1, filter

X
" fr

=m

o}

g



™ WEA] -t nat, -t mangle 3 2] 3T EHolE HE
o filter Blo]EE Q14 8HA HE=Z Fofsfojof Tt}
tg5ole WA FACIEHE tep IA, HHA ip 7} FAA,

3z S @A "eolEd F71E AR (append =+ insert) A}

& Z1Q1 A (delete) 52 HHE A AsHA HH

Eogs olmd sizls FHYSAY nat B mangled ANA WY FAS

ARE A<, olEH™ AW ip FAE &AZ2E 3 HFAA, oAwI AH I

oj2E FHI=A Ee BAS AABY FHFlo] tepUA, udpA Fol AT

npREto g o] Fo] WA HE sfFlo] AS BF o] HAS FHAE AANA ofyH

AR AJNA TS5 B (target)dl A AFE 4 Aot

1) 7125 P

iptablesell A A Fste A WP ole w9 Bobx oYX FH Hofof x| =
2Nt HWEole 7IEHCRE ol lojof & FiE

3} Ao] ApAo|t}. o 7]
o= 3] glo] B

-A, --append

o|: iptables -A INPUT

A olgde] B2 QAW gAd B¢ A4F chaind AL FIA ] FAET. = §
ool 2ol AWSAS AF, INPUT chain o] A wlxzte] F7h8E Rolch waiulo] A
o ge 9A 41 2*%7}01] gz} A7 8 2 Ao Ans} 2A 2%A F glen
29 4T 93

b rr Lo

A7]ellA A = AYTH {FHEH—':—'-— A wpA o] F7hE = ¥l inserte] &mIQl -1 & 4Y
SRS AFole 29 AL dell AASA Aot & 3 7HA] FHT AL A 8
tl, B¢l wet dEAe £FAe] ourt @bl = Jloug Fofsteof it
-D, --delete
o) iptables -D INPUT -p tcp --dport 80 -j DROP

iptables -D INPUT 1
-D EE —delete = &5 X A48 AY ZHY FAo] MAHAS BF olv 48T 55
Blo]Eoll A 2Alst= @ oleltt. -DE o]&ste 5 AHAlets MRS F /AR Ue T 3
=, A HA gAY ES F71E W AR Y AT 25 AALSHE -A U -1 WAl -DE
AHEEtE IHE Al F oA dAHE dE3 9 SAHE AFE WEE o]&ste W

T 3=, drdo s A wA WS ¢ @ol o] &3t

-I, --insert

of)iptables -I INPUT -p tcp --dport 80 j ACCEPT

HAME 7k ARl -1 e —~insert= -A ¢ 20| 3T chain o] & F7lste 7]
o 284y, -A = chain 9| Zﬂ"‘ iR ke F7bete A= 2] -l = chain®] AL Aol

F7tE = i}Olﬂ At} -1 & etz oz WA o] FEH Ay ANELE ES HZES}
a2 & u = YA EAI 55 H 85t 3 u 2189

s

of))iptables -L INPUT
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L2 liste] or|2 A wEed 2E5o] &5 0] 9l= chain 9 ¥ H55S

a7 el 7o INPUTS AAEAoms &4 INPUT chain o] AA5o] 9t 2o nox

ol .n & T ALY ip FA D Aulzdgd g o A A et

g vl A AMESEHH Zhzte] Eol Wi A" i F 9 7S (pkts) 9 HECO]E(bytes) Y R =

oE

-F, --flush

o) iptables -F INPUT

F £ RE £% Z#4(flushing) EE A= WHojolth -D 7} £ & /X A

A% 2 -F = EE &5 79 AAss wRolegta & 5 vk 9 dek Zo] -F v+

I 73%-ol= INPUT table °| & oAbz} )

A e AFlE filter HoleW 22 &3 AHASHA €k @WEbA natth mangle Hlol=
R=R

of A= &S %7|¥3s#¥ "iptables -t nat -F' Y} ‘iptables -t mangle -F' 9} o] ||

E%‘ %E —lxﬂ [S)

He AR Foiop drh

F o F2 A ¢ A T 0 B4 FoldsA R2E 25 AREA A6
g3l ArgEE, Fo8 He PEHAA AHRG)E A /R AL MAHA Fede
Zlolth. &, INPUTS] 712 A A& DROP o2 AAd ¥ 54 ip A9 H&ES d&3he
S AT F F 2 22 2783 H4 F83E 2 AAEL 712 DROP &

a2 A HER JA|o B FHEo] AFEHERZ Fsto{of gt}

-N, --new-chain

o)) iptables -N TEST

-N & NZF chain & ABAsk= BW@ojolth. LA AFS AAHHE ANELE chain & BAZE
QAT AZE tbled AT  flvh AWAHOR To] Badtthd 2o] chaing A4
Bot gAY HEAHo|w Hisiry WA ASSE AT &R HlT

-X, --delete-chain

of))iptables -X TEST

X & AAS chain & A= W H oot

—

@ 5

& root@firewall: fusr/src
Il 14# ~
I #
Il
Il
Il
s
dest ination
destination

d
W FIREWALL-
L

dest ination

dest ination

dest ination

Tt ofefel o] 7jRHo® UEol Y= OUTPUT chaing 2Ast# il 314}, built-in
olg} 2AE A e AL & ¢ Ak kst INPUT o]y} FORWARD, OUTPUT chain &
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filter o] &4 Hi=

Al gJojof & 7]E chain ©]7] W &Eo|t}h

= root@firewall: /usr/src

-P,--policy

o) iptables -P INPUT DROP

A5 B, wek

=&
oM AARH Aol HEH= Ao

P& golA A7t AFF %ol AHF chain o HiF 7127 F (default policy)& o rIFHeh. o]
2y PaEoz S0 RS INPUT H o

o AH" & cHN=E Aol H=A A
INPUT El°]& = ZE £ AHA &de Aol 712G AA P

A
o gwHeoz s ARdANE DROPE 243

(REJECT & AA3tA] geth) Al A 58 H7S -&(ACCEPT)st= B4& A%
D EE AA w2 vHE S S Aotk FaE JEARAS AT we 5 &

AHE-3HA] =T

2) WIFA

o= gt 1A w3 FAS Bel AFSH 545 £ o AFEFHA dgH S

A stA At

—p, --protocol
f)

iptables -A INPUT -p tcp

Aolth, 2E49] -p

p AL tcp Y udp, icmp A ¥ Hj |
=AE(NE M AEE 2 A F, p ! tep = tepZt obd = udpst iempE 9JvlEh=
B

AL gn @t 2L Foly] uhet.

o&

Y= Z2EF(protocol)S A A 3t=H|, note] &H|Q

7} protocol 9]13]6}{— A, QoA AHEJE fEAQ -PE 7]

-S, --source

o) iptables -A INPUT -s 192.168.1.0/24

AL = 192.168.1.x

A g Aol

s AL HFY AX(source) ip FAE FEdh=dl, 192168.1.1 I o] ©dA dte] ipF
22 AATY F£x da1, 192.168.1.0/255.255.255.0 o]} 192.168.1.0/24 <} 7ro] ulwliA=n}
CIDR = AHgste] ip tHgS AT F= Jth =8 9L ipE AL 7% netmasks
255.255.255.255% A-&3} A1} CIDR

= /328 AASE "ok wreF A9 oo} o] A
e EE ip 4 dgelA Eole HZS £ = s AF
ip o #ARl BE XOERH & HAS LoiA Hot

-d, --destination

o)) iptables -A INPUT -d 192.168.1.2

5

L
=1
T

o R W

& EHAT s

=

s w0l AL &2 ip FAE Austed Wl -d FAL 5F A (destination) FA2E
gk L s o TLEH d & AASHA dowl RE FHA A Wi o] Hoh
ghef 9ok Zo] -s7h Sl =

Aip 7} 192.168.
(onel 7ol ol Fe Fejar] Het.

"

o] -dut AAHE o gow EZ X ip Ql 192168.12 2 3= BE
192.168.1.1 -d 192.168.1.2” ¢} 22 7% &2 ip 7} 192.168.1.1 ©]HA]
12 91 HZe Edoh o7]elAM “oldAM” = Zg|il(and)e] 7N C]A
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-i, -0

o) iptables -A INPUT -i eth0

i EE -0 £ eth0 o]t} ethl, lo 53 Zo] of" AEFHo]2oA S AY Yrtes 7l
A AAste FAH 4 £ in 24 E012E HIAAE, 0 £ out LEA Yrte ¢
]o

Hoolag oudth ABHola} o A A gt HFP MEAINA F85
AR S e, WeF eth0 3 o] 1719 Aot ARE o] Atk oz e

o2 htolmz Zo| lEjdol2E A4Y Best Yin.

--sport , --dport

o)) iptables -A INPUT -i ethO -p TCP -s 192.168.5.3 --sport 1024:65535 --dport 161

s
—sport & HFH O AAFTEE, dport = HZA ELEE u|st=t], o] A4S AEE o
A= “p tep” Y “-p udp” 9 o] tep YA udp A WHEA] FA|St ok gt} of&E &
oA AWE ip F4Y AFd= -, -d ¢ Zo| -of ejAT XE Wz AH{dde=
--sport, --dport ¢} Zo] - o] 27/gt= A Fsl7] uigch

—-sport 9} --dport &= 92| o9} o] A AEE F£= U3, --sport == --dport dTH

AHEE T T B8 AASA ¥ Afole EE XEE %9 HER

"-s 192.168.5.3 --sport 1024:65535" ¢} #-& Afol= HHA XTE= BARlC] &2 ip =

192.168.5.3 ©o]WHA A2~ XEE 102445 65535 74X w71 & =344 @)

EE AHEE o= dport 1613 o] 54 XEE AT F= UL --sport 1024:65535
oy o

o} Zo] 54 XES Y99S AT = Arh weF 1024: T A GEAS AFolle 10244
B 655357+ A2 9wt 1024 7 JEES ASolE 1024 ©ld = 03FE 1024 7HA S
om gttt 183 not 9 H|Ql 1S A o] 8T FE e, 1024:65535F 1024F-E] 65535
AR 7 ol EZ 0:10232] n] 9} FYsc}.

--tcp-flags

of)iptables -A INPUT -p TCP --tcp-flags ACK,FIN FIN

tep & udpy icmp 9} 2] A9 544 SYN,ACKFIN,PSHURGRST 5 6709] tcp-flags
ghe AS AL ok o2 EW AES 8T wep A B JH71°1] SYN HlE7} A
AL, @3 el LS & AL ACK, &S £23 A9+ FIN HEV 244
t}. iptables A= ©]H 3t tep-flag = A3t HFHA7} ,]C§ =R HHo] st wjA
& & & 9, o]t tepflags Akol9] blank & 71F02 HZE AT tcpflagsS, =
W H e tep-flagsS m| gt =, 919 cﬂoﬂ 9 =
INPUT chain & 53l E0]2% top HRANM 6709 tep-flagss =5 A
ACKS} FIN 3Eul 2y rold ACKE ¢lo] FIN v AAH o] e JHZl—% wan), =,
ACK HIEZ} gle FIN #Z1& ofv]ste Aoty a28jar o7]ex= ACKS FINYF A3
OB 2 SYN HIEY PSHE ThE tep-flags7t AW e gloj= aAglth ]94 ALL &
2E tep-flags & 97317, NONE & oH7# tepflags 7} 1= AL EHTL

[‘11‘

o= A=3 3=

lj
& %Hﬂ »

--syn

o) iptables -A INPUT -p tcp --syn -j DROP

tepoll Al syn BIEZE 249 379 rle drtE2o st syn BIEZE A" szl
tep 922 27] S8 AL WA BojA= olEut & 23 sFlo]7] WEoltt. vheF ¢
o] dle} o] Eoj2= tep HZ T syn HIEZF A HE A AFIATHH EE

& d72 832 AFE Zeld. Iy WA oRz HE e A se Ardde
OUTPUT oA syn ©]AIRF syn o thgt F&<Q INPUT o|A< syn ©| oy}t syn ¥
ack HIE7} 37 A dE F7lo] E0j2A HERE YWhRAME= T E top HES & + U4




Atk —-syn & | 3 FA ARESE] 1 -syn” B o] AREE F =T, ol oln] HE
H tep AAS YrEA Hoh

—-icmp-type

o) iptables -A INPUT -s 192.168.1.1 -p ICMP --icmp-type echo-request

tcp U udp © XE WIZ A5 o ANu2=dA] FEHIN F 22 tp g 23S

telnet, 802 http, 1102 pop3 Aol 1A elth 134y, icmp tcp Y udp <} 23

2E Jhde]l glom thal icmp-type ¥ code BH= AL ALE31Y Fot

tcp Y udp & A% XE 3T il LE o] (Y http)S A= =+ AT Zo] icmp-type

< AAE "ol= ZET type °lES AT HA OHDLO]*"ﬂ g MsE AAHE €t

a8y 73 tep U udp v XEWHIE, icmp © type ol AAFst= Aol & ¥E

stu Aged.

icmp-type®} code o W3 A= http://www.iana.org/assignments/icmp-parameters & Fil

3] vl

9 o9 A% INPUT chain & 53] Eolee AR F

icmp-type©] echo-request Ql icmp FHAE 9fwm|st= Ao
A

p =Y icmp & $1¢F 2] HEARE

rot

=
L
74

=
L.

fr mlru J\:

AN

2 F27F 19216811 ©|HA
A7) ZTEEFZS =3t
=

-m state

o)) iptables -A INPUT -p TCP ! --syn -m state --state NEW

-m state & “JH FZH(Connection State)dllX] AEEH= ZHo=z FeE|FHd A= NEW,
ESTABLISHED, RELATED, INVALID ©o|ZA 47}A9] HHE ATt o7]dx NEW=
AMEA d2E A8ty stAY oldel AZF2 HolEo] HolA

tep 9 A AL Wy Y3t HAAAA syn A o] o 7)o sETT Ao|h
ESTABLISHED = Z}°|dES A2 A& & MHAM FHste] o|r] ‘Léﬂﬂoi A= AH
5 Yu|sty dZo] ol o] T tep ack WIAIA Y o]w] dHe]E 7} 23k udp

echo-requestol] WSt icmp echo reply WIAIA] o] o]d 3]F3sth. RELATED + |
AL At st oln] AZAFA Heoleo H&% @4 e ESTABLISHED 7} &
BFE I FE icmp ol WAAZE A7) &k fip HEA AR F ORA 2
EQ ftp-data(tcp 20M5)7F tHEH QA ZA-¢olth 9o 2 INVALIDE 92 ZHE & +
gAY &4 soE A e BeE S

o= E°]2=(INPUT) tcp I (-p tep) & syn flagZ7t DA E FH o] ofyEA (! —-syn) A
2 F4 "Holgdl= A& Hol= Z(-m state --state NEW)S 2v|gtt}y. A2 F3 Heol&
o A5 Hole tep B olgt FAZAclgtd syn 7 o]glol= (1S AolBE webA 9
o] 29 MAH= FS Axd HFou HIFFAYA HAL Aot

iptablesE ©]&3t £ AY wixt FEQ Ao dist A4 FEolth AF7HA
= 999 z7ol dig HA Aot FiEoldda, oy Eo A== sfzlo]
= AF ogA A8 A ot Fo] utE Bl Hal, 4 B ¥
o2 AAQsd "Hoh 4§ FHe9 elAelE ACCEPT, DROP, LOG, SNAT, DNAT %
o] & 4 9t} ACCEPTE ¢ %= IUl2 Zo mjAFHE HR S 38&3de= 2uo)



Zo WA Ee HAS LOG BACE BUd R ip FA5e ARE 24
7% 3, o] R = dmesg 52 WH oL} /var/log/messages TY = Y9
2 AR g gdolM e 5 e, FE S0l AR FF }%X] =
W d wy e FEHY " 7l 238 Hux & o AHgEE gtk
LOGoA F=2 A3t 342 --loglevel ¥ --log-prefix 7} A=), -—log—level o
M syslogd oM Aleste AAH AW 27 e AHEE AAdA AL + 3
th 283l -log-prefixE ©]-&3tH v EH= FHZlo die] RaYRE G2 o =23
doll oj@ WAIA(LF] EHe)E F2 AUA AAHE F At o]EHW

iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT tcp packets" 9} #Zo] A4
g Af o] Ed WA AFH= Ee 27 HKH Uol=  “INPUT tep packets”
= Aol A He Aolth

* root@firewall:/usr/src

[1% 5] ) LOGE A€ =1

9 2o A Eew® HAF icmpol WEIA 22E FUIEE AAGS o<, A
IR AY ar/log/messages Hds B 99} Zo] 2V} *3/‘3% Ae & F UG

- REJECT A

REJECTE= DROP ¥ #o] Ed] mjd & #5S ARE3A7 DROPo| A A
e & o3t Fr1HQd F2bo] gle W REJECTE #HA ARl &4 979 &
2 FAE JFlo] ARHAGE oy HAAE TEdve Zol7b vk RS
REJECTZ W& T2 EF| wz} g4, vef TCP 73%011% reset HIE7} A3
H TCP HH o2 wE ICMP izl o %%’8} o]¢] UDP 59 #HAY A5ol=

ICMP #jZlo 2 &3}



- NAT 9|~ ¢] eA

iptablesol 4] A F3h= NATE ol&3hd A F 717 £52 88 & b A
WAE dEe) AdEY FH72A YR UEANAE A ipE AEEA NAT
P FAste] R UEAIR U2 dE T ipE 222 & FE WS
of AbgshE Afolth F Al w2 R T ipE 502t HE 2%

P

NAT %8l AXUA Wre Adip 2 W45E 4924 9 AW 52 753
of NUI2E ATY W AA ANES A ipE FIFUA M gee] 2750
P PEHAA T ip 2 FOle WS WP A ipe) 54 TEE ¥R
S AR NATE AT qe Bs B B AELE eSS 3
R dEGDs 9 ENDE a8 Fo2 H2F F A9 A2
Azsle] glolopan}

NATe| A= Source NAT(SNAT), Destination NAT(DNAT), vwl2AH o=
(MASQUERADE), REDIRECT ©]ZA U] 7} F7/F<9 BAS AY3tH o] gAES
ARG “-t nat’= A AREStolof ghth ol K s Fad A2 NAT W
¥ S T3t HH S FAAA AR e AMEAA T8 T HE AU AHE
99  dlFojor stz wslEo] A" A|A"HAdA= Ad e
net.ipvd.ip_forward 7} HFEA] on 9 YUl 12 HAGF o] glojof st} o] Fh& 1
2 Ad43lHd “echo 1 > /proc/sys/net/ipv4/ip_forward” H+ “sysctl -w
net.ipvd.ip_forward=1" S A3Jstd Hr}

STEP 5. iptablesES &83F H< & A A3}7]

oAl MF7A AN iptablese] ARE &5 TAHA B A B A
Aul2Fel Aol A4 P S GAstel 2gske AMAA Feel P 7
dol HES 7. d%s Asg AAE P $ERW AHGSE NAT U 2

YA HAl e thLof Yol EE St
717, oJAIRH iptablesE ©]&3dte] 7+ Aulzo] tid Bt FHS v go] A
Aste] AL REE A}

O & %718} 3§71

iptables -L : Az A ¥ & F<lsith
iptables -t filter -F : filter &5 2MA|ght}.
iptables -t nat -F : nat &5 2HA|gt}.

iptables -t mangle -F : mangle &< 2H#| gttt
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“ root@firewall: fusrfsrc

|

|

|

] all srcl# B
iptablesE ©]-&3to] Wy 25 AT W AL WA Fojof U F ofn|
2E 7)1E9 E& 25 2A8tE ZAolt) iptables -LS A3 ste] A A
of sttty AAS = HA 7| EAstE e £ FAM AT F# e, ol

3t

Fkﬂ

213 A& E8 4 (flushing) 3tk gt oh53 2o] 543 chaing AHEA &S 4+
ol INPUTelY OUTPUTS E& HoE9 £ FAo %733,

@ Loopback E# T &-§3}7]
iptables -A INPUT -i lo j ACCEPT : Loopbackel tj3] INPUTS 3§ 3t}
iptables -A OUTPUT -o lo 4§ ACCEPT : Loopbackel] thal OUTPUTS 3|43ttt

[MPUT =i |

& OUTPUT -o

Fxu QQEHo]Ae AlAY Ul 7Pd QEFo|rolng Fxuliy) AHE RE EY
2 F83k= Aol T dA A4l Al2Ho A Fxu Efjgo] AMSEHEA] dolHHH
23] tepdump -i lo 2 &Qls) 127) vigdh o7)o) A -i = interface 2] 2jujo|t} ¢

rr
R
wy
o
_nol',
oo

o
I8 lo AdEFHC)AE T3 Eolee HAF lo AHFHIAE Tl Ut
g

g ooltt. o] M - 2 in 9 &u|o]il, -0 2 out & jv]o|t},

@ 71EA 2 (default policy) 473

iptables -P INPUT DROP : INPUT & ¢} 7|2 DROPL.Z 2733},

iptables -P FORWARD DROP : FORWARD % 3 9] 71%% DROPL.2 473},
iptables -P OUTPUT ACCEPT : OUTPUT A& ¢ 7] ACCEPTe. 2 AAgth

irewall

Ao QhollA Ak uhel o] AAQG Ee Eo WiHHA XS W HFHOE )
T Ao gj#ASl -P 2 % ¥3H ACCEPT, DROP & Zol 3hvrt AHgE. 7]1&
A 02 REJECT= A}%fs}z ekom j DROP # %] 4 & /\]——g—o}x] dette Ho
3l7] Btk diRE 7B FA o7 DROPS AA3Ed, 53] LA AAA
Aol 38 Aol 3}2% A& AAZ A4 HYRRE —Zrﬂs}alﬂ: @u} 2719 &
INPUT, FORWARD, OUTPUT °| w3 7|2 AFa& 48 odd, A 434 oﬂH
FORWARD & A&31A] 7] w&o] DROPS AAsa, S0l AT Az A
st =IEZZ OUTPUTS ACCEPTE AA3sta INPUT> DROPS 3Fth o 7] A

rlr m

loﬁa-lNF
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OUTPUTS ACCEPT & AA3 o]8E= o239 INPUT ¥ OUTPUT®] EAlo] ACCEPT
Hojol Ealo] E 4 9¥H, OUTPUT % ACCEPT 3 9 oA YRz Sojes
o dsi e A5 TASE WHEAA FZ Yrie EF tidire 3&ste
Aol E£7] w&Eolth o= HolA AHE FeFHS 53 ojn] A2 o] AZo] Y

2)
¥l ESTABLISHED ¢} RELATED AHE 5% 38352 3197 W&o 7}58hth

O PR
iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT : INPUT =
of o3 58 EYE AFHR L3

iptables -A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT : OUTPUT
2o o8] 548 EHS A&5Ho 38D

# root@firewall: /usrfsrc

& [NPUT -m
& QUTPUT -

© AHE TP F4=2 ZHY

iptables -A INPUT -s 10.0.0.0/8 5§ DROP : &2~ IP7} 10.0.0.0/8% A& ettt}
iptables -A INPUT -s 172.16.0.0/12 5§ DROP : 22 IP7} 172.16.0.0/12%) =& A&

s,
iptables -A INPUT -s 192.168.0.0/16 -j DROP : 42~ IP7} 192.168.0.0/16%] =& #HF S
=g
iptables -A INPUT -s 224.0.0.0/4 -j DROP : A2~ IP7} 224.0.0.0/4%] =& #HA S A
st
iptables -A INPUT -s 240.0.0.0/5 5 DROP : A2 IP7} 240.0.0.0/5% =& #HA S ¢t
st
# root@firewall: fusr/src

L [ WPUT

A IMPUT
b | NPUT

A IMPUT
b INPUT
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2 RFC1918(www.ripe.net/db/rfc1918 html)oll A& o] &),
B Fd MEHIS AdEUCdAME ge"EE /7] WEd o
22 Fo] B0 EYFL 9xd EYFolng agsioiol

® F2Z9(Loopback) IP 4 2t
iptables -A INPUT -i ethO -s 127.0.0.0/8 5 DROP : SlE|#o]2 eth0E 53 Eol2e
127.00.0/8 91 1P 42 aeharc).

£ root@firewall: fusr/src

# iptables -& INPUT -i ethD -s 127.0.0.0/8 -] DROP

@ dE P F42 2
iptables -A INPUT -i eth0 -s 0.0.0.0/8 5 DROP : E{#Ho]x eth0S 53+ IPF47}

0.0.0.0/8 ¢ EggS 23t}
iptables -A INPUT -i eth0 -s 169.254.0.0/16 5§ DROP : 1 E{#| o]~ eth0S 53} IPF47}
0.0.0.0/8 Q1 Ed TS AHsict.
iptables -A INPUT -i eth0 -s 192.0.2.0/24 5 DROP : QlEl#o]2 eth0E 53 IPF47}
0.0.0.0/8 Q1 Ed TS At
iptables -A INPUT -i ethO -s 248.0.0.0/5 5 DROP : E#Ho]x eth0E T3 IPF47}
0.0.0.0/8 ¢ EggS 23t}

ethl
INPUT —i eth0
[HFUT -i ]

—& INPUT -i ethi

719 2o Yo g s E

SSH H]2 &|g-317]
iptables -A INPUT -p TCP -s 192.168.10.11 --sport 1024:65535 --dport 22 -m state --state

NEW - ACCEPT : &2 IP7} 192.168.10.11¢14 22W 08 o= TCP Z2EZFS
o] &% EefHHel sl s&etH, dE F4 7es ol& T
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& root@firewall: fusr/src @@
f a Bt

“F'”T [ TI F' T ]EI:]EEI]D]] s T' 1” -.1 |'|__|_|_| ——11["!

A

B = §
%%éﬂbﬂ?%%qufﬁﬁznhé,Eﬂﬂﬁﬁhlm4ﬂf4°LL4 TES AE
S, Rapeld A2el ZEE H8dl 2aAn. § 2P 12180104 ¥

AW 22/tcp 29 HTS F &= Eolth O]i ke :@}tﬂoﬂH 192.168.10.11 & S&3}
AL FellA &3 FeF4 Eo wet S8HA Frh wef FE FF A 014‘10}11
2 etE OUTPUTY 712 A Mol ACCEPTo]|= 2 OUTPUTY thsix e HE= AYZHs)
FA golx Hu wheF BE A2 [P o] U3l sshE 383 ™ 192.168.10.11 FE 0/0
olut anyE AFGsAY s FES wiH Hoh

iptables -A INPUT -p TCP -s 192.168.10.11 --sport 1024:65535 --dport 22 -j ACCEPT :
o2 IP7F 1921681011004 228102 S0l = TCP Z2EZS ol &3 EggS
SRk

+ root@firewall: fusr/src

a7 geow 919 2ol -m state o]} PRS- Al FE HIE
;;
R =]

ok £ OUTPUTY 7]1&4 o] ACCEPTe|E2Z OUTPUT 2 <

iptables -A INPUT -p tcp --destination-port 22 -m mac --mac-source !
00-AA-BB-04-CC-B2(#& At¢] MAC F4) -j DROP : MAC 427} 00-AA-BB-04-CC-B2¢j|
ARk 22902 HI 7bE, 099 RE MAC F4E5 7k H2L Aotk
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o nuﬂ@kmamnstw

-4 |WFUT -p t nation-port @¥ -m mac --mac-
i DROP

] e anyvwhere
H Eﬂ 91:04:

in FORWARE
18 destination

destination

Aol P Fa7h AYSHA 2 ME BAe] MAC FAE o §3te] 919 Lol P

A & 5 Ao

W AHl= &8 (SMTP/POP3)

iptables -A INPUT -p TCP ! --sport 0:1024 -dport 25 -m state --state NEW -j ACCEPT :
27 port7} 2591 TCP ZR2EZS o] &dte E o daf s &stx, 48 +3 715<S
o]&Léit}

i rnnl@flrewall fusrfsrl:

SMTP & 25/tcp & %all AMul2=7t AFs e, ©ef AR Bul= o YA W (SMTP)

Fg3le] HUdS 1Y Aol oA AW 25/tcp B Fte EHYS &
sH To%o]: stk oju M YS B AHe AR Fo ATt FE WL Bt
A =Hed, o] AS R FERe HEolBnE ol MESY & A glo|x 3E&3A
Atk ¢ 2" gRA o' WLdSs BS F UEE 25/teps FHET ¢dH, A2XE
o A 1024:65535 thAl | -sport 0:1023 ©. 2 3tFEH|, ol 0%-E 102371A7} of= =
1024:65535 ¢} FLF Ym|7t H+= ol

iptables -A INPUT -p TCP --sport 1024: --dport 110 -m state --state NEW -j ACCEPT :
Destination port7} 110¢1 TCP ZZEZF& ©|&3 Eg IS 3&3tal HH 7 7|5
g By,
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# root@firewall: /usr/src E@@
e ] A

1 FTP AHl= 3§

iptables -A INPUT -p TCP --sport 1024: --dport 21 -m state --state NEW -j ACCEPT :
A7 £E7F 2190 TCP 22 EZS AM8ate E I disf s&ata, dd 74 7S
o g @},

& root@flrewalll/usr/src g@@

~
21 -n state --state WNEW -j ACCEPT
A

FIP Aul=e ohg Aulsgr g2 27kA] REE ARgstal 27HA XEE A
FIP AH|27} AFgele TEE 21/tepeta &3 oY 21/tep 9ol 71802 g2

o op
o
.ﬂ
rio{'

EL ARESit ol AMEStE ZEE R & ARRSteTtel wEt g, ol EHY

Active BE=9] 7% 20/tcpE AFE-3tal, Passive EE=9] -9 1024 o] F9] Jojo] X EV}

ARG mEbA] ZHze] REo] met 5 wEnE A Bd ve 5350, 584

o2 ofgfel B e EF FIP AHlZo tig Alojg & F Uk F, 7 WA AL

e TEE= A 323 OUTPUT ¢ 7|[ERAo] 3890 wet ez HAsx golx
|

HE Aol

)

b,

O

DNs EflH & 3 ICMP EF 3588 <84 #1>5 FX3==

<> g SRz A% 98

do] 2 oA WelE o ssh LERZ O HIS 385 A9, W= wshE of A
QF-o] e AMHE ssh HS 3&stelH o GA stofof @712 ol WA i =
Urte FeolB2g WA OUTPUTS AZstd =ed, OUTPUT & 7|22 92 ACCEPT ©]
B2 1A @golx Hi, a3 tFd B INPUT olAwt ez o3

ESTABLISHED & &85 o] lormz wslHo|r Qi Zol HEL 7|EFHOZE 385 o
At el Bro & AF gQlo|x FHEo] shedsiA "ok

=
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SFA}.

=z

<HA #2>=

S
T

gtk ~aHE 9y

P
T
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. NAT =3y 43

| 213 iptablesE X

= Rl el GobrE sttt shAIRE MuEAFR] 3

H5ske Aol oyt o7 thel MMy Windows v 44 5 UE &
AAE AHEshe AW Ee JA UELA W3t s AR o s
o NATYW Bz B2E& ARgstojol git) o HoA= NA

:1
=
O]I 1-01[

2
XN

H

kit
£
e
ol
=
of\
X

NAT7} A& &8 A= 10d o] FHAA

I AE 7lE F shyelth NATE

AT & A, T A AHe dFAA AH

o2 HHS Astd & Ave SHAA AH

NATE A8 7Z-¢ NAT W33t o] AolEY

Wiel JEYIZL 25 A4 o] Eggoe] B 5 a1, whef NAT AoE
o

A
dol grlol k7t Je Aol olshe] mE Azde] 9B = 5 Ake B

okﬂ
Y
o
L
iz
N g
:oé
N

NAT & 74 FHd w&t 34 F 7HA 2 e 5 ok A HAae 7P A
21 WA 0 ZA YRJAE AL ipE AFESHHA] R UESAZ HET o
Wt s AXEA |FEY AP ip7h obdet W ol FHES FAH Kol
S2EVE o] 9 SHeH SH Al W WEH e
<5 34]31% 239d WHY PCE AZal Foh oles WyPo=E 7
9 = ipE AHESI Q]F-oA Holx] FOWANE FE AZ Lo
S s F 9,171] HEZ YR UEYIC de AFEHT AH ipE AMEsE R
=] ¢ A= Aolth. ATzt 2l ip VITteZE Fors FAS
£ = JA Ho. o]9} B2 7|5 & ‘masquerading’ $HT}al 31
2412 7lsol71= 3t

T
HOIOEE—L'

L
=

>,\‘
2

N
pr
ok
4>

|

ro,

Ay

ST

[o

N o

Z
>
—
o
N
S
o,
N

T oAAE 459 7 Y 5o RN WRE F5e & F Y= 9
B 5ol Atk mE A ip #7014 AwE 2990 ZE 299 )5S
o129 ip7h 17} A3 el AHE ipE AAE 3uhe] AH

(o]
o ij o
T
i
o

7F 9 A g Fip o 25 g 2= HFe A WA AL ip AW 25
o=z x99 31, 80He R o= diFe F WA AN ip AAHE 299 & F,
(e}

2 oE dZe A WA Adip AWz E99 8 FES 448 o
pE ¥E AFUF B AuAE ATT 4 A HE Aotk
o

=
masqueradingS Y &2 FAE WHARHE->FA)SEZ Source NAT(SNAT)

c
Q.

e
Q1
w
=)

5e)
o
ML
ol
S
>
it
S
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du dM e E9de AAY BAA FAE WZFA>H)FHDE

Destination NAT(DNAT) °]&}ar gttt

2. NAT & 2 A3s}7]

o

o 3 4o & O of 1o

oA EAZXSE NATE HAstY HESF stz oA A4H RS filter H) o]
INPUT chaindl A= W3ty My A E BFZXZ = 3 5}

shedl wEs) sty UjFo] AMwe] o JJEW— S0l E WitE A
FORWARD chaino| A%t &33ich 283 TE 317 ¢

21+ PREROUTING# POSTROUTING chaing olﬁé}nﬂ =Ad. a8 4ahy
ANA QFEZ Yrie gFlojy R YiEZ oo s HZl s
A RS TP (LT FeR)d Folof strE AdolA ip HF X9
A d = ofok e}

of o L gz g2 ol

o Mo
oft
)

STEP 1. §Z] ¥9d 7|5 4

o+ B4 192.168.0.1

[root@mebius3 etcl#

[root@mebiusd etclit

[root@mebius3 etcl#t cat /etc/svsctl.conf

# Kernel swvsctl configuration file for Red Hat Linux
iy
# For binary values, 0 is disabled, 1 is enabled. See swysctl(8) and
# sysctl.conf(h) for more details.

# Controls IP packet forwarding
net. ipvd. ip_forward = 0

# Controls source route verification
net. ipvd.conf.default.rp_filter = 1

# Controls the System Request debugging functionality of the kernel
kernel .sysrq = 0

# Controls whether core dumps will append the PID to the core filename.
# Usetul tor debugging multi-threaded applications.

kernel .core_uses_pid = 1

[root@mebius3 etclf sysctl —w net.ipvd.ip_forward=1

net.ipvd.ip_forward = 1

iroot@mebiusd etci#

cat /etc/sysctl.conf : /etc/sysctl.conf ¥} 2o] &8 <13}
sysctl -w net.ipvd.ip_forward=1 : net.ipv4.ip_forward=12 F7A3lq LY 7|5

2938} ot

et 2ol HAEXAY 7le& AATY U nat7t FFHCE 7 TPl ALY
A StEH  etc/sysctl.confoll A netipv4d.ip_forward = 12 F7 3]1 F+ojol 3t}
(SNAT©]= DNATelE #AI§le] NATE AMESohH 243 HEE=A] 10]oof &
o)
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STEP 2. SNAT (Source NAT) T3d3}7]

U E2L8 192.168.0.1

[root@mebius3 rootlif

[root@mebius3 rootlif

[root@mebius3 rootl#f iptables —t nat —-L

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

[root@mebius3 rootli#

[root®mebius3 rootli

[root@mebius3 rootl# iptables —t nat —A POSTROUTING —o ppp0 —i MASQUERADE

[root@mebius3 rootlif

[root@mebius3 rootl#

[root@mebius3 rootl#t

[root@mebius3 rootli

[root@mebius3 rootli

[root@mebius3 rootl# iptables —t nat —L

Chain PREROUTING {(policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
MASQUERADE all — anywhere anvywhere

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@mebius3 rootl#

[root®mebius3 rootli

iptables -t nat -A POSTROUTING -o ppp0 -j MASQUERADE

o S 192.168.0.1

[root@mebius3 rootl#

[root@mebius3 rootlf

[root@mebiusd rootl#f iptables -t nat -A POSTROUTING -o ethO —j SNAT —to 211.241.82.119
[root@mebius3 rootl#t

[root®mebius3 rootl#t

[root®mebius3 rootl# iptables -t nat -L

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)

target prot opt source destination

MASQUERADE all -—— anywhere anywhere

SNAT all —— anywhere anywhere to:211.241.82.119

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@mebius3 rootl#t

[rootemebiusd rootlft _

iptables -t nat -A POSTROUTING -o ethO -j SNAT --to 211.241.82.119
AHEA SOl AW E L9t e Z3 ©A AHUT AT 5 A=S 57 98l
29 JAHY FHE o] &3t oA peoll A JAEUS ARESte Bfoll s dotE
Ab wkeF ADSL# o] fFipQl -7, W3tE o] ppp0 QlEF o]2o= DHCP 5&
¢ ipE AR WF MEIL AZ4H ethl B FH|2d= A ip
o] AolEg o)l 19216811 & AA3} 72 3} 9o E& SNAT o2 o7
L= DHCPE ©| &3 f5ip °|E= ipE
ip 2t oAl 918k o] A3t Hoh
ppp0 QIEIFO]~E B3 Urle EE EfFL WelE oA naAg o= HH o
1 ipE ppp0 S1El#H o]0 HAH ip7} @l ¥k FORWARD chaino] 712 A3



S 2 ACCEPT#HH 919 3 %S =2 masquerading2 E4dt.

AP WR MEASE A ipE AMgst] dndd YxE A3 428 4 4
o= 8 FORWARDY 7|2 HAMS DROPLE & FoE f1oW ACCEPTE %

st

STEP 3. DNAT (Destination NAT) T & 3}7]

olHol= DNATE ©]&3 XE X 9H0 ol th DANTS ZEHale o
w3 2k R HE g Ho] Wl L8t Wsb¥ e PREROUTING
chaing 53 H58A FAE AP ip2 WSt AP UEY A A5 QA H o
& HARAS HE Mo X3t FORWARD chain & 533+ o] ¥zl
HHA = doz wgluloA A FAE A9 R AHY
A2 WAt 4R FoldE H3 e XY A "ok 198 7]
EFS YUY = oS W DNATS A wos NAT HolE
S A3 F filter Ho]E 2] FORWARD A4S s "t}
I gL filter HOlES AT Aolth. o7]oA filter H©]E2 FORWARD
chain ©] 7|2 HAA(-P)2E ACCEPT #d F7}#8<2 Eo] 2 ity weF, DROP
A Ao FEFHE ol&ste] oln AZH HEd ddiMe &3 =E g

oh 5
B

Oll

2

2}

iptables -P FORWARD ACCEPT

cn E2'8 197 .168.0.1

[root@mebius3

[root@mebius3 rootl#

[root@mebius3 rootlt iptables —P FOBWARD ACCEPT
[root@Bmebius3 rootl#

[root@mebius3 rootl#

[root@mebius3 rootl# iptables —L FORWARD

Chain FORWARD (policy ACCEPT)

target prot opt source destination
[root@mebius3 rootl#t

[root@mebius3 rootl#t

F7HHo 2 § HE QA S F85t9of g Odd o] &~ XEVL 1024 o] %
FTEO|HA EFHR FA7l 19216813 ol EHx LEV} 800 HAL L5}
H "t}

Lo

iptables -A FORWARD -m state --state ESTABLISHED,RELATED -
ACCEPT
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c+ E2'8 192.168.0.1

[root@mebius3 |inux]l#

[root@mebius3 |inux]#

[root@mebius3 linux]# iptables —t PREROUTING —i ethO —d 211.241.82.119 —p TCP ——sport 1024:
—dport 80 —j DNAT —to 1892.168.1.

[root@mebiusd |inux]#

[root@mebius3 linux]l# iptables —t

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DNAT tep —— anvwhere 211.241.82.119 tcp spts:1024:65535 det:http to:192.168
.1.3:80

Chain POSTROUTING (policy ACCEPT)
prot opt source destination
all — anywhere anywhere to:211.241.82.119

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@mebiusd |inux]#

[root@mebius3 |inux]# =

[root@mebius3 linux]l# iptables —A FORWARD —m state ——state ESTABL ISHED.RELATED —ji ACCEPT
[root@mebius3 |inux]#

[root@mebius3 |linuxl# iptables —L FORWARD

Chain FORWARD (policy ACCEPT)

target prot opt source destination

ACCEPT all — anywhere anywhere state RELATED,ESTABL I SHED
[root@mebius3 |inux]#

[root@mebius3 linux]ld _

iptables -A FORWARD -p TCP --sport 1024: -d 192.168.1.3 --dport 80 -m
state --state ESTABLISHED,RELATED -j ACCEPT

cn A 192.168.0.1

[root@mebiusd linux]#

[root@mebius3 |inux]#

[root@mebius3 |inux]#

[root@mebius3d |inux]ff iptables -A FORWARD -p TCP —-sport 1024: -d 192.168.1.3 ——dport 80 -m state -
-state ESTABL SHED,RELATED -j ACCEPT

[root@mebius3 [inux]#

[root@mebius3 linux]if iptables -L FORWARD

Chain FORWARD (policy ACCEPT)

target prot opt source destination

ACCEPT all -— anywhere anywhere state RELATED,ESTABL [SHED

ACCEPT tcp — anyshere 192.168.1.3 tcp spts:i1024:65535 dpt:http state RELA
TED, ESTABL | SHED

NATE ©]&3 W3ty & dAle <23 #3>5 Fa gtk
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IV. B2 A (Bridge) W38 A7 3}7]

& NAT 9203} P25 SUSAL YHY o) AU A ipE
T 3 ipE G2 AEUTE Ao/t ST NAT B3l eiiela

AgetA o
B g7 Sw, weA wAENe A9Rn A2 ok NAT Ao 7

GOk WA Bl BARE AT Gl GAT, weA B B3 B
b omgshE Wel Aolkw 49 296l A wz Mz AR bsa
ohe Aol Atk ol|d A WEel Ao Abgol B3 Ut nYA YL
agsha olgahe Wl sl Lopruh

STEP 1. B8 X T4

Bl WEE e NATS 2o| oty 7h=s} 23 lojof shed, of ¥ B9 7=
£ 0000 02 AL o] F Ao ol A=E FHA shke] g AE ol
22 2SR Gk meb] MEEe FoR R 9% AolZol etho ol

ethls oW Qe Hojxo] dAFHAE FAGY. FZ, NAT 9 AF 5 Aol&

< 32 ip7t @3 E QAEFE o]z, WF AolE2 AME ip 7} €3 E AEFH o] 29
AZstooF Pt olF R EE A2ES BEA| FEHE FA S 24 HAoA
= %*JHXP sﬂﬁ— = 9’%“ ] 7ol A HFAX] A W7rs E2xz A
2 = S

%ﬂ
o)

24 7%“-04 HAE AsiM= Ad &2 HIAELS fusy/sre/linux/ TJE“EE]E ol&
Sk % http://ebtables.sourceforge.net oAl 219 Ad WA Oﬂ o= =
R ESIEE gt} o]F o] BdS gzip -d E YA F jﬁﬂ‘é}‘ﬁ A=
% make menuconfigs A3 3 F Networking optionsol| A =<l3]
Zo] 802.1d Ethernet Bridging & 41=3}H Bridge: ebtables '—C— Zo

=)

g % 5 glon o] Wi Hus

A,

_32_



o root@firewall: fusr/src/linux

Arrow keys navigate the menu. <Enter> selects subnenus -—-=>,
Highlighted letters are hotkeys., Pressing <Y> includes, <N> excludes,
<M= modularizes features., Press <Esc»<Esc> to exit, <7> for Help.
Legend: [+#] built-in [ ] excluded <M> module < > module capable

P: tunneling

P: GRE tunnels over [P

Pi nulticast routing

P: TCP Explicit Congestion Motification support
P: TCP svncookie support (disabled per default)
etfilter Configuration --—->

irtual Server Configuration --->

< > B02.1 VLANW Support

]
CY
2

<> he IP% protocol
<> ppletalk protocol support
ppletalk devices ---=
< > ECnet Support
<+> B02.1 Ethernet Bridaing
Bridge: ebtables (NEW)
bt filter table support

< Exit > < Help >

2 AFEsE AMSEE FRI7F AT el E2s BYAE 44
2IH<Q] bridge-utilsE A A et=5 gt}

== bridge-utils T2 : http://bridge.sourceforge.net

o] % olgfe} o] ¢= A F ./configure; make & FHu}UTH FH HTE o] F
AZE bretl AAFYS /sbin/ o2 K7=F T

ot 3 192.168.0.1

[root@mebius3 srclit
[root@mebius3 srclit
[root@mebius3 srclit wget http://jaist.dl.sourceforge.net/sourceforge/bridge/bridge-utils—1.0.4 tar.
az
——17:34:30— http://jaist.d| .sourceforge.net/sourceforge/bridee/bridge—utils—1.0.4.tar.gz
=> "bridge-utils-1.0.4.tar.9z’
Resolving jaist.dl.sourceforge.net... &3,
Connecting to jaist.dl.sourceforge.net[150.65.7.130]:80... connected.
HITP 22 ZYULH, MB2FHe 2 JICE...200 0K
20[: 160,605 [application/x-gzip]

>] 160,605 219.97K/s ETA 00:00

17:34:31 (219.97 KB/s) - “bridee-utils-1.0.4.tar.az'J} EELUSULCH [160605/160605]

[root@mebiusd srclf Is
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[root@mebius3 bridge—utils—1.0.41§
[root@mebius3 bridge—utils—1.0.41#
[root®mebius3 bridge—utils—1.0.41§
AUTHORS Makefile.in TODO configure.in
COPY |NG README aclocal .m4 bridge—utils.spec.in
Changel og THANKS configure instal | —sh
[root@mebius3 bridge—utils—1.0.41#
[root@mebius3 bridge—utils—1.0.41# ./configure
checking for a BSD—compatible install... fusr/bin/install —c
checking whether build environment is sane... ves
/linux/src/bridge—utils—1.0.4/missing: /linux/src/bridge—utils—1.0.4/missing: No such file or direct
ory
conflgure WARNING: “missing' script is too old or missing
for gawk... gawk
whether make sets $(MAKE)... ves
for gecec... gce
for C compiler default output file name... a.out
whether the C compiler works... ves
whether we are cross compiling... no
for suffix of executables...
for suffix of obiect files... o
whether we are using the GNU C compiler... ves
whether gcc accepts —g... ves
for gcc option to accept ANSI C... none needed
for stvle of include used by make... GNU
dependency stwvle of gcc... none
for a BSD—compatible install... fusr/binfinstall —c
for ranlib... ranlib
checking how to run the C preprocessor... gcc —E

(29 8] Bejx] ey &3 44

[root@firewall bridge-utils-x.x.x]# make
[root@firewall bridge-utils-x.x.x]# mv brctl/brctl /sbin/

STEP 2. brctl A A 3}7]

)\]Xﬂ O]'EHQ’]' 2o 2IAYE

o AP M)

#!/bin/sh

SERVICE_IP="221.1.2.3"

#- b o)A AMEE Tl ipE AT Ao FQl ip
GATEWAY_IP="221.1.2.1"

#- WA ALED ACIE 0] ipE AT Ak AC|ES ] ipE AAsH Aok

b

)

.

ﬂl(ﬂl
oft

2%

/sbin/brctl addbr bridge
/sbin/brctl stp bridge on
/sbin/brctl addif bridge ethO
/sbin/brctl addif bridge ethl
/sbin/ifconfig eth0 down
/sbin/ifconfig ethl down

- 3[‘ -



9o} el 74 ¥ ifconfigs HHFH theH o] Y Aotk




route -n ©|Y netstat -r & FPSHH ofefel o] bridge UEFo|2TF B H o]

I—E

A BYA S x3)stelW b3 2o bretl showsS At H),

7)ol A vt B AE slAst AP E WA g B dgH e
Aol 2E AAF F HeAE AAstd frh B2 947%5S 3 AEPd
29237 2704 Hug Folstelop @) ofde} o] AAYE FAL YT
ARz obd gk ZEael A At
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V. phpfwgen= ©] &3} iptables A}-8-3}7]

A G744 iptablesE ©]-&3t] HFAHAS HAGste WS FolEUAT, FHES H
AEHS FHstele B AT =90 dads 7= AHEAEC] BH &
g RS ZAS AAsitEY, dBAol (oA Be FiEo] Ao AR <F
Hol EAZE 28 S = Atk old ARRAE sl F Y &7 iptables script 4

=
=
g =0l "ol Aty glow, I Fol f S0 AHEE F e

R

phpfwgenol] tha] LolR == A4,

o
AL

(S

== phpfwgen &3 °]A] : http://phpfwgen.sourceforge.net

3 PHP Firewall Generator - Microsoft Internet Explorer

2ie Q- @@ gomw P B mme :
ozE EdE 2w SARYIE =40 58
EE)] @htm:thpfwgen.sourceforge.net[ |v| s

-

Babel Com Australia

Open Systems

PHP Firewall Generator

firewalls, The script is created based on configuration rules entered by the user. The aim is to support a rule set

The PHP Firewall Generator is a simple PHP script that generates a firewall script for iptables or ipchains based A
similar to those supported by commercial Firewall systems, and have it easy to configure. o

The PHP Firewall Generator is hosted at SourceForge, vou can see the project page here.
onet

Download release 2.0 (for iptables) fiere, or get the RPM or get the Source RPM.

Download release 1.0 (for ipchains) here, or get the RPM or get the Source RPM.

Try out an on-line demo of the software. Mote that this iz not necessarily the latest releaze: If vou want the latest release with all of the
bug fixes then you should download it and run it locally instead. Also note that some features (eg: open port detection) are disabled in
the on-line demo version.

Changes since release 1.0

A rewrite of the script generator for iptables. The user interface remains mostly the same, and the same configuration files can be
used to generate an iptables or ipchains based script. Currently version 2.0 supports iptables only, whereas 1.0 supports ipchains
only. & future release will support either iptables or ipchains.

Changes since release 0,94

@ | | | |4 2EHY |

1. phpfwgend] 7|5 2 &3

A

b

=kl

phpfwgent L EAZ ZZAE F 3FLERE A iptablesE o] &3F B A S
S =

THE F W dFe 224 ok 22 7l B 5Ao] itk

7k ) el d GUI F8l2 7450 1o TsiA AHEd o
L 71849 Mulamgoly XE Ws ol s YojEof st



9. JEoz AFHE Auzgy TE WE oldd] A8x Aoz FE 4
.

RPM 5 o83 4 glow, 447} golajt.

—

o
A

>

®

2. phpfwgen A X @ A}-&-3}7]

phpfwgenE A18317] S1slHE phpE AHEE 4 9
dsjolof gk AL AgSHE Fio] B
= a4 olelel &M% AAF, A

STEP 1. phpfwgen T3 25 % M X 3}7]

O phpfwgen 2= wget http:/ /heanet.dl.sourceforge.net/sourceforge/
o)A Z2E W7]. phpfwgen/phpfwgen-2.0.tar.gz (wget= ©]-&3 T2 E)

tar xvfz phpfwgen-2.0.tar.gz (&= &71)

fphpfuaen-:

connected.

11:40:01 (57.42 K
[re alhost h

@ &7 273 cd phpfwgen-2.0 (V1 EE o]%F)
installme Y& A|2~¥19] 3 vi installme ($73 A 74)
ol BtA 4 g
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@ A3}~ sh make-netobjects (netobjects 2§ /3 3}7])

sh make-rulesets (rulesets §733}7])

Chtml
html

718 WEolE ©]&3te] netobjects Y E rulesets IY

Chtml

A Y EeEe Ao AT tEL o, Helsz s}
.

® AHgst7]

¢ BE$AZ http:/ /test-server/phpfwgen/ .2 HIT3H S o, ofefe} 22 oA &
glo] Eohd, X7} Av=E HAdar & + vk
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3 PHP Firewall Generator - Start Here - Microsoft Internet Explorer

Q- ©- @ Q- Yreazn Oau @ - @ sraant & I

-

oEe BEIe 2w SAFIe =Fo E8
EE ) | http:/ftest-server fphpfiwgen,

PHP Firewall Genera

Introduction  This a PHP based firewall script generator for ipchains based firewalls on Linux. W

I

.

(c) Del 1999 under the GPL

Here are some very basic instructions:

Make sure that your /etc/services file and /etc/protocols file are correct. You can't define any rules in your firewall for services or
protocols that don't exist in these files.

Make sure the interface list is correct. This is for reference purposes only and isn't actually used anywhere in the program. but it does
give you a sanity check to malke sure that everything is defined the way it should be.

Enter all of vour network objects.

Enter your firewall rules. including port forwarding rules (used to hide a server behind the firewall) and redirector rules (used for
transparent proxying of services to a proxy server on the firewall).

Once your firewall rules are entered. check the script at the bottom of the page. You can cut and paste this into a text editor and use it
as vour firewall script. You can also have it e-mailed to you. The script is also stored in fvar/lib/phpfiwgen/firewall ff vou want to install it
into your system startup folders.

Help System: @

You can access the help system by clicking on the question mark icon, shown to the right of this text.

Interfaces The interface list is for reference purposes only. @
Protocols The protocols table is for reference only. @
(=
e [ I I . 3=(=F

STEP 3. iptables script 95 7]

AA7F Exow, ofA Abgshe ol ) Lol dhab Abgshe U E AXA
HEoly As-2E, ¥ ofE %] gl Aot Hlir sd2 ofgfot X

Q- O- B¢

- & snaatt 21 J?.

0ge BIE 2710 SAIe EI0 EEY
Z40©)|  nttpi/ftestserveriohofigen/

|

Interfaces  The interface list is for reference purposes odly.

Protocols The protocols table s for reference only.

Services The services table is for reference only

Open Ports  The open ports table is for reference only.

ORENCRNCRNCRNORNORNONNS)

Network Enter all of your network objects here

Objects

Firewall Enter your firewall rules here.

Rules

Port Enter your port forwarding rules here. You only need these if you are going to forward TCP or UDP ports from the firewall to a server

F di that is ded behind the firewall.

Rules

Redirector  Enter your redirector rules here. You only need these if vou are going to offer transparent proxying services on your firewall.

Rules

Current Click here to see the current firewall script.

Script -

=

& [ YL
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D Interface &<13}7]

w3 & Interfaces 2= F2& SYSHAIEW ofefjo} o] @A) AlLFolAM AME-S}
PN
T

1 Q1+ Interface ZHE &g

Interfaces Interface
Name

The interface st is for

reference purposes

only. You cannot add or _eth
delete interfaces here. To

add or delete interfaces,

msert or remove network

adapters / drivers from o
vour machine, and use the

Fed Hat "netcfg” program.

4 | (]

@ Protocols, Services, Open Ports &<13}7
Protocols, Services, Open Ports W7+ 7]EZ4 <2l Reference JHE A|F3= AL
2 Zu A5=2 glsiAL

Protocols Services Open Ports
[a] 2] -
serviees |8 B
The protocols table is for @ The services table is for reference only. You @ pEIl orts
reference only. You cannot add cannot add or delete service definitions here. 0
or delete protocols here. Please Please edit /etc/services if vou need to add or The open pOl'lS table is for @
edilci;etcfprotoi:_]:hﬂ'you need to add change any of these. referenice Oﬂ]}’ It lists the
ey ese Service Name Protocol Port Cun'e]]ﬂ}f open TCP E.I}d U-DP pOl'lS
Protocol Name Protocol Number Number on this machine. This ]lStlﬂg mlght o
24-65535 . e .
3pc 34 HIPORTS tep 1024:65535 of maafndk g which
24:65535
a 9 RO e HERREIERED ports need to be firewalled.
argus 13 TOS-host-redirect icmp ICMP
aris 104 TOS-host-mreachable jomp  ICMP Protocol Port Number
ax. 25 93 TOS-network-redirect  icmp ICMP tep 32768
bbn-rcc 10 TOSE::he;\:]'Mk— i CMP
bna 49 umeachabie tcp Surpe L
br_sat- 76 acap tcp 674 tcp rpp
cbt 7 acap udp 674
cfp 62 address-mask-reply icmp ICMP th 3335
chaos 16 address-mask-request  icmp ICMP tcp Smtp
2
- e 110 afbackup tcp 2988
2
cphb -3 afbackup udp 2988 tC‘p http
. 54
2 afpovertep tcp 548 : «h tl
. - [=] | afpovertep udp 548 = cp
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@ Network Objects 2] 3}7]

ALL

ETHO

ETHO_NET

GATEWAY

LO

LO_NET

Network Objects HWl+& Y3t th&3 Zo] A4 H Objecte] thst FRE

Object Name

DHCPTARGET

GATEWAYNET

Network Address  Network Mask

0.0.0.0

255.255.255.255

TR

lowwe 0

127.0.0.1

127.0.0.1

Click here to add a new object.

0

24

32

255.255.252.0

32

2552552520

32

255.0.0.0

Enter all of your network objects here. Click here to add a new object.

Network Objects

@

Masquerade Edit Delete
NO B »
NO E =
NO B =
YES B =
NO B x
NO B x
NO Eg
YES B »

3tAY, “Click here to add a new object'E ZE3}4] objectE F71E 4

=

@ Rules <1 3 A 38}7]
Edit your firewall rules here. Click here to add a new rule.
Rule Source Destination
Number
100 ALL  ALL
200 ALL  ALL
300 ALL  ALL
400 ALL  ALL
300 ALL  ALL
600 ALL  ALL
700 ALL  ALL
800 ALL  ALL
900 ALL  ALL
1000 ALL  ALL
1100 ALL  DHCPTARGET

Firewall Rules H|FZ
et HAo] 7|EHOo =R

of IS B,

Firewall Rules

@

I

Protocel Service Action Log Dir Edit Delete

tcp backorifice DENY vES INFWD B¥ X

udp backorifice DENY VES INFWD B X

tep netbus DENY VES INFWD B R

udp netbus DENY VES INFWD B %

tep netbus2 DENY VES INFWD & X

udp netbus2 DENY YES INFWD & X

tcp netbus3 DENY vES INFWD B¥ X

udp netbus3 DENY  VES INFWD B X

udp domain ACCEPT NO INFWD B X

tep domain ACCEPT NO INFWD B X

udo bootos ACCEPT NO IN B ox =

o MO Flo] "l 2= 3k 2= ©°

Hel AAE &9 2 488 5 Utk
o] o m o] 3 ok 2=
RNomz, Al A vtA +4
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“Port Forwarding Rules”, “Redirector Rules” Wl¥+ 33 AREATE A3t ARG

JEs oA,

® Current Script W77E ©]-&3t iptables =TI HE THE7]

! binsak

Firewall script genecatsd by the FHE Firewall Generator (phpfwg=nl.
FHE Firewall Generator by Del [delfbabel.com.an).

This scripe is auscmatisally gepecated, Ediv ap your own persil.
phpfwgen (C) D=1 unde=r the GFL.

This acripr ia moc copyright co anyone, asince it weas generaced by
sofcware.

WO W W R W W R W W

#

F SRR SR R R RS R R SRR E AR R RS E RS PSSR R AR p e
# Inicialise Firewall Configuration

PR E S E R R R R bR iR LR R PR R R PR Rt ]

IFTAELES="/abin/iptables’

’

# Hecwork cbject definicioma.
#

HRIPORTS="1024; 65535

ALL="D.0.0.0/0"
DHCETARGET='25%, 255, 255.2858/29"

ETHQm! == == == snngpgan

ETHO KET='7" °° "7 """ fIEE.ZEE.25Z2.0"
GATEWAY=""" =" =% ~/Jjaz"

GRTEWAYHMET='1" ** =" ""O/255.255.382.00
LOom®127.0.0.1752"

LO HET="127.,0.0,1/2%5.0.0.,0"

#

# Turn oz forwerdiog and dynamic addressing.
5

4 L3

“Current Script" Wl7& Z83l, Holr AR e H&o] X34 iptables ==
HESES & AUtk Fsle] @& 2aHEES IR vhE0]A iptables 2IHE
2 AHgstE=shal.

o]’} 2 iptables®] ~AHEE % o &g BtEs HE golE iyt B2 Het
A& iptablesE ©]&3t] AT W FE&I HAolEHE, HEE F ALGHEHER
&FA}
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VI. GUIE &3 W3y 23ygdE 7%

AFAAE M Azl SSH 2aglste] ddol & BAsT Y5 W)
ol Lobmgith T o] Aol WAFD 44 €S Aol GUI 7luke xz
HEFQ Z2ah8o=z

al

29g olgdle B2 AASE 4Ue B 5 AT o
+ firewall builderg}= Z =218 o] A=d T

go] 7153 Windowstt MAC 0S¢} #o] A& OS
Aol 71,

o e

I o ®

== firewall builder &3 ©]A] : http://www.fwbuilder.org

<} Firewall Builder - Microsoft Internet Explorer

mE BEE) 220 SAFINA) D TSE(H) o
Qiz-Q  [¥ @ & Ozu ez2:0 @ R & 3

5.*._@)@http:,/,/www.fwbuilder.org,/ V|DI% o
GOOSlev | v| BhE Fu - Pufak Gz

FIREWALL BUILDER
Home |December 0g, 2004 |

Vpn Firewall
SEGTIOM ST Update for Gentoo Unhackable and simple to
Firewall Builder | installation instructions |aktaaka
1 user authentication.

News E waw, cryptocard.com
Carsten Lohrke

Screenshots
FAQ <carlo@gentoo.orgs has sent

1 this update to me: Learn About Firewalls
Manuals Read Free Infarmation

from rmultiple Fireveall

Release Notes Continue reading "Update  |\angors.

' =
Technology : for Gentoo installation vanw.bitpipe.com
Downloads ; instructions”
Licensing Posted by wadim at 09:37 AM  ||Small Firewall

Success Stories : Hardware
! Firewall Router - Web

GUIDES Decernber 03, 2004 Carfg, NAT Pot Fiaing
N amvaraing,
Users Guide (pdf) - . . dobnet com
Firewall Builder v2.0.4
Installation : 2
& PR -

1. fwbuilderd] 715 % &3

fwbuilder= T3 22 5423 7FA 1 Ut

—_

7} 7 Bol ALEEE 1007) o4 mE] Heoj® Eo] o] rEY 2L au=
1A 2AY 7|&9] B8 Hudle] FAHA 7HA3] o] 83 4 k.

. 7]E9 § o AMulawelt} XE WHE T uF] ooz Hoste A}
£ F Utk
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ohoehAl 3408 AFHe ZRAE 44 § Y % £9¢ T 5 Aok
o snmp5& ol §dtel AW uu AEsols Yu L AT ANT F A
hA4E Be 2AYE BYRZ AT FE Q3 P A2Pe] 295

s AAE Fr AT

Hh GREA<Ql windows #7AAA APEH= AAH LE2F
copy & paste 5o| A|HT.

A}, iptables ¥4F o}y g} ciscod PIX, ipfilter, pf 5% A Y3t}

o
[>

oo 29

o
e
=R
T

2. fwbuilderd] AX € &&

OlA| fwbuilderE AX|3] REZ=E 3t} fwbuildere= o2 OSAA AFsh= HA
Algat=d, A71AM= gGA AH&o] 7Fsg Windows 7]8Ee] T2 IS O =
st A8 HEF gio)

HA FH o)A <& ¥ downloads HWlwE ¥ ¥ Windows MA e T2
=28t Ho o] R W A3 3dS Agste] Qo wep AX| s}
W oHo A7 d8d F A)F} o> T2 -> Firewall Buildero|* FWBuilder
E Addsid "o

I o

D ol~Es7] A e
“1 Agree" ¢ )
End User License Agreement il

B CHECKIMG THE "I ACCEPT" BOX OR BY DOWNLOADING, INSTALLING OR USING
THE SOFTWARE, THE INDIVIDUAL OR ENTITY LICENMNG THE PRODUCT {"vOU")
[ARE CONSEMTING TO BE BOUND BY AMD 15 BECOMIRG A PARTY TO THIS
AEREEMEMT. IF ¥OU DO MOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT,
THE CHECK BOX INDICATING "I DO NOT ACCEPT" MUST BE SELECTED, AMD ¥YOU
MUST MOT DOWRLOAD, INSTALL OR USE THE SOFTWARE,

@ FAQLA Ad3E7) S el

= = o s+ A8 T
22g FHLALE Bh922 29 dto] 49 @
> “ Next" % a Check the components you want bo install and uncheck the components you don't want to

install. Click Mexk to continue.

Select components to install:

Space required: 16,2MB

%Ea\:k Next Cancel
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® A7)

AFd 29 A9 (W
gl Qs 9170
> //Next" g_a

9 44)

D =2AE Y 44

BE
“Open existing file” &2-> “Next” &4
Firewall Builder 2.0.6
Do you want to open existing project ﬂt%ur create a new one?
fipen existing file Create new project file |
< Back | Text > |
@ i‘]_],(f‘)_:]_ﬂé] ?:]a Clicaose: e and bocation loe Ui new lie 2z
HE AR | namoo = + BcrE-
o+ o 5 S5 = ] —
A2 vds Y F 25 B4RE v St
- pEEE el
< Adste] ARE > “Next” &8 Qe
[ OWINCCWS.
DR ORN: S T - A |
TH =T FWE Filiss {=.wh) =l

©]% Finish

7F §lo] =7

il

b
i

733} BrowseZ
=
=

{§ Firewall Builder installation sl B3]

)

Setup will install Firewall Builder in the folowing folder. To install in a different folder, click
Browse and select another Folder. Click Mext ko continue.

A

R

Browse...

"Destlnatmn Folder

Space required: 16,2MB
Space avallable: 3.9GE

Nullsaft: Tnstall System w2, 0

< Back I Mext > I Cancel I
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® Object A4

Userd®] -> New firewall 48] > AJZ-% Object °|F XA -> W38 SWeF OS A4 >
fwbuilderdl M= A ZH o2 Aldol] HoH & FAIES AFsted o] & AHE3H7] $180
4] “Use preconfigured template firewall objects” W7w& A€ -> Next A48 -> Web
Server A& (43tH o]2]e] EFYYE A}8-©] 7H5) -> Finish ¢

=2 Firewall Duikder fwpraject Liwb, rev 1.1 e =lEix =L Firewmal Duilder: fwproject Linb. rev L1 0 lolxl
Fie Edt Obed Buks bt Ele 4 Obiact Rubse b
RSN -1 3 XN S
* JHo f e T Firswals{ iz frowalls afrad -
@l | yseraten Firavesls { o Frawats Goined (TS T
—|User# —
= il Usor = Bt iRy e el
(Firewalls User 0|5} 2]~ E L= Eﬁ Usery & = New firewall A&t
2 g Objacts 5 £ L e psost
= [ Serdces W tew [nterface
B Tene B o ptomrk
37t ke

Py toees kst Barm
St bl Gron,
W tews Custom Servce
@ tow P sanin

Tyna: Libaary Of Objacts

Nama I3

®-1 User=A ®-2 New firewall A&

Il Mew Firewall _ A ||

Enter the name of the new object below: [first U Ser)\—l EH — > N ew firewa”
[ |
Choose firewall software it is running: | iptables - :| AMEH — > M_I Eg Ob]ect OI
[ B | | iy
Choose 05 the new firewall runs on: Tniiw ¢, a7 ¢, 6 -

& AlE dhold] Swet 03 Al

A~ — MNext A1EH
lﬁUSE preconfigured template firewall objects = > —1

# fwbuilderOll Al = KA =
o2 AME| Hel= = urg
== MlZcot=0l 0 S22 Al
2ol flolA “Use
preconfigured template
firewall objects” | 5= &
EH

< Back | Mext » | Cancel |

®-3 AMZ+ Object 15 A4 > W38 swWek 0S AH
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Il New Firewall

Choose ternplate object in the list and click ‘Finish® when ready, Template
objects use genetic interface names that will be iherited by the firewall
object you create, You may need to rename them later to reflect real names
of interfaces on your firewall machine,
E fw ternplate 1

g fu ternplate 2

% fu ternplate 3

& host fw template 1

s linksys firewall
: b server

Interface: eth {outside)
192,168,1,10/255, 255, 255,0

i

21|

User™ el —>New firewall &MEH -5
M2 Object 0|5 K& ->
ghgte SWet 0S X &->

Web Server & Ei(Blol® 0]2] 2| E}

< Back | Cancel

s AHEO0I J1HS)

—>Finish &4

®-4 Web Server A8 (W38 ]9 EIYE ARg-o] 7}5) -> Finish A€
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OEEREE

Zb v oA vk QEH FY > ddE & F7F 52 24 > Policy £ RE UE T
o]0 AHELEHE dutEd EE, outside © % AEHo|2=Y HAEL, inside &
loopback QIE]#| 0]~ -> objectoll ] L% vl9-25 FY3te A2E A3

wprojectl.fwb, rev 1.1 =18 x|

File Edit Object Rules Help

P E e
= | B -[@sened =]

=

Palicy

first
outside | loopback | MAT |

Firewalls:| g first -

.‘Equake
i radius
= radius acct
Fieal-Audio
RealSecure

g rexec

Source :Destmatmn Service Action Time

Options | Comment

I p Accept

*ssh
RRusetulIcrp

fi rst

@ rlogin

- g rshall 1
@ rsync
@ risp

Accept

2

Any

88DNS
@Smw

Any

@ securidprop

@SME

Accepl @ Deny
Accounting

Reject
Reject
i

fi rst

@auth

- g smitp
@ smips

Any | Any Any @DE”V ‘ Any

- g socks

- g salnet]
@ saquid

- ggssh

- G SUNIPC
Object Type: TCP
Object Name: smip
source port range
destination port range

0:0
2525

2t Ol = Ofl M

HAst=

FPalicy

=g

outside

=
=

—

juy
=

=k

it}

—

= =

nside = loopback 21 E{H O] A~

=

= B0l 22 =

wprojectl.fwb, rev 1.1

File Edit Object Rules Help

EEEIENE- T3

_1=1 x|

4= | B '|ﬂU99' j first Firewalls:| g first -
- Policy | outside | loopback | NAT |
=@l User -
CmFirewalls Source | Destination | Service Action Time Options | Comment
Any |ir5t @hnp Accept Any
Edit =
il ool a TR
=sh
ol out: Duplicate . » ‘
& B Objects Move .., 88L|59m,n:mp
B Services Copy . 88 Accept server needs DMS to back-resolve «
gTime o 1 st Any DS " Any Even if it does not log host names ¢
i normal operations, statistics scripts
Paste webalizer need it for reporting,
Cll TR Accept this rule allows the server to send
Eeki " f”Sl Any 'smlp P Any statistics and reports via email, Dis:
Add Interface this rule if you do not need it,
5 ol TR Reject this rejects auth (ident) queries that
(i) i Any 1"5( ‘aulh ] Any mail relays may send to this server
Compile . == o= Sz = tries to send email out,
P objectiilM @2 0ILAE 22161 ey |

o] AE AlSH
= =

w

Object Type: Firewall
Object Name: first

Platfarrm: iptables
Yersion: —any -
Host O5: linuxz24
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e A g gl

(ol x|
e HEE 22w SHEE 3D ESTHH | T
" @ B
QFz- Q- ¥ Pz =0 |3 X O |@E-
B {e)] IEJ Ci¥#Documents and SettingsYnamoo j k= | vy HE -
EIE x | [SHEEs
HIEr =t o DA HE
) LH2M T [FeEAET
4 LH2EE |2 Cookies
B e 2Y O3 |22 My Documents
= E:l Documents and Settings EJRCS
1= Al Users |2 WINDOWS
3 namoo [£] Adabetveb.lag
IC5) Dream Firsk, Fia
[ FwBuilder [l Frvproject1 Fuib %
) HiC = PUTTY . RN
I3 HHCS7
1) 386
I3 internet
[ Program Files
I3 SYSTEM. 58w
E] Temp
IC3) win3zapp
12 WINDOWS
w 2223y
L o EBHIE ED
B HwPz00S (F1)
= 3 Mo
D EREM
= 1) namon 2] —.—)\-I —
I UEY3 = |LI
Kl | »
EE: Fw DM 5E5F 2R 2005-03-14 28 10039 37]: 6.21KB 6. 21KEB [ HZ=H y

AR
!

493

fwbuilder7} A &F3ts 71534 AL W% 1:]- k3,
ro =

Al‘:} = d B /1‘_34 715l

o o& dlo o r2

g

EURAT)
o 2

€ ﬂ@*ﬁ Eﬂ./:.E_EH:— A

_50_



<d 3 #1> DNS EfdY % ICMP EY &

(1) DNS E& ¥ 3&

DNS(Domain Name Service)= S2EC|FZ ip F4AE EE ip F45 SX2E oJ§0 =
Helke] Fe 9e ) 7|E 0 g udp/tep 53HS AFEFTH DNS AH| 290 F$- A
2 gHIE FolAdE FEJ}F 102465535 A% U 583MY F£x 9oy A ZEES
HAIE o) FEEE stojol 3ttt woF DNS MH|AE H &3] 38314 &S Ade A
H o -2 Aozt 2 = 7] WEolth

DNS AH|Z 94 EfT 3§

Waleo] 9% MuolA AAH bind T HES APsle] 2R DNS MHIAE AF
& Aol ZE XA AT F AEE 5 0/0 &2 FHESFAY oo s BES HAE
72 gfow "o Elal fF Ao DNS A &2 XEE 1024:65535 Y% 9l 53
Adre dor= oty 2y FZo| ZZho tfa] HAE] FHET ofY™ ofd] --sport Fi
< dF3HA @ot= "t of&# DNS E#He #i7le] EA4o wet udp € &= UL

[e]
tp 9 FE JoBZ T S BF qejs) Folof Atk

X}xﬂ 402 DNS AHE £Fst7] Hoie P4 AFEE DNSE AHEste A
7b g, olEd Ae MW WA oiE aXde AolmE o EfY A 1
OUTPUT & 183 ¥ ojo] 3t $&<l INPUTS 42t dh. OUTPUT o 3% 718
Aoz &gl Y ol whek S INPUT o 7% 852l ESTABLISHED © ]
3 sgHER o] EYe ¥

(2) ICMP EdY &

ICMP (Internet Control Message Protocol)ol] W3l 3-8 oAF-E HAT Aot AF3 vt
9} 2ol icmp £ tepy udpoteE €2l EE(port)ZHE JHdEo] f1°]  icmp-type ¥ code 7}
ARG E =], s8-8 FoloF & 54 BdwS &8 FHEH. iempd] BYI 2=l o

3 A= http://www.iana.org/assignment/icmp-parametersS 3313} 7] H}ghT}.

@ ping(icmp echo request) &]-83}7]

iemp9] 7F¢ t3EA] ping 2 icmp echo request © W3t icmp echo reply 7S WA
Hoh wreF oA Wad MM EZ Y pingS 383 INPUTO|A] echo requestE 318
ste F Zolth. 13 ofdd W §HEQ! echo reply & OUTPUTS Fall UrbA ==,
712 Aol sgolng HrE AFstA oot k.
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EEX

-~
iptables -4 OUTPUT -p ICHP ——icmnp-twp reguest —J ACCEPT
W

# a2EE QFeAM e ping S
-m state --state NEWZ F7}8 4

2E EE Y E —"rlﬂf—’._«] pings &-&37] HsiA=

of

ity vhef sty oA o F § A
OUPUT=S A 73t b= E#YE F icmp type©] echo-requestl] #ZS 3 &3tH ==
tl, OUTPUTS 7oz s&olu=r AFsA gotx= "ok il old Wi S&<
echo-replyS INPUTOIA 3| &3% = A5k o] Ae)57 2 #4o| ESTABLISHEDO| =&
HEZ AdushA gote "ot

@ source-quench 3]-&-3}7]

source-quench= A5 AREH A= FAINE AR HH7E & 24 ¢ o] ARE We F
gle W ARE Hule &8 S2EqA Bl WAAAH, Bastez &= Zo] F

ok OUTPUT & 7122402 3] §ola, JejF2e o] a4 it cH= 582

B=]

#
# iptables -4 INPUT -p ICHP —-icmp-tvpe source-quench -i ACCEPT
il |

3@ destination-unreachable 383} 7]
destination-unreachable & tracerouteE & &3t & ] Al-&% =4, OUTPUT &
71BAH o2 & golBZ INPUT AR AFstd o

EEX

EWE srcl# iptables -4 INPUT -p ICHP --icmp-tvpe destination-unreachable -j ACCEPT I
irevall srcld B 3

@ fragmentation-needed 3]-8-3}7]

ASt B o]#A & FXHAAY TAA FXHE DRt #@EY MTU #ig 2

zlo] HEd Aeole #Hzle] dHstAH. Ty wof dHstE + gle Aede HA
S drop 3t T AR A2 ipolAl ©@Hst destthE iomp 2 EEEA ok
webx o] sjZlE FEsteof Ftel|l #|F o] drop HATHE AS &7 Wi HAEHEAS
slodof stk OQUTPUTS 7|EH o= 3] &o]lm=E INPUT o9 AA4s9H A},
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+ root@firewall: fusr/src g@@
o a ~

ptables -4 INPFUT -p ICMP —-icmp-tvpe fragmentation-needed -j ACCEPT I
b

® time-exceeded &]-&3}7]
Y Ho A o Fo] UELAR traceroutes & wf TTLo] ZHEHUthE icmp HIAIAE Wil
24 & wf ettt OUTPUT & 7|2 & o8 d&o]lma INPUT o|Ajqt &8s =}

® parameter-problem &-83}7]

vl 2O 2 parameter-problem & 213 #F S Tjol] HIAFH o] ALY o FX] K3 HolH

b e A FARAA AEHE icmp ol HAAZA o
OUTPUT & 7]E2Z o= 3go]=g INPUT A% 3&3le2 3o}

* root@firewall: /usr/sre
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<HA #2> iptables A 2IHE A
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<H 3 #3> NATE ©| 83 W38 A 43 oA

olg) = NAT Wateo] A3t AFES = e 2 dAlolth & & wjs WA 7zt 29
MR ouE WA AHEy, AAFH oA thA] A3 R 7] u}%u}. o] o AE eth0ol

9l ipE 221.1.230] &gFEo] la, o A thele 192168.1.0/24 IS A&
Wie] AolEd ol 19216811 3 2L ethld] ip F45 A&t 743t NAT %
sty A o] AolEgole ¥ ipo AlC|ESolE =] glojok gt

#!/bin/sh

SERVICE_IP="221.1.2.3"
# oA A8 B ipE AR AT Z4A

ol
£
!
i
(A
o
ol
L4
1%
1)
kY

/bin/echo "1" >/proc/sys/net/ipv4/ip_forward
# NATE AHE3st2 ™ ip_forward ©] WF=A] 1 o]ojok o)

iptables -t nat -F

iptables-t mangle -F

iptables -t filter -F

# 7t Hol ol A 7129 & BT Z7]8Hflush) BT},

iptables -P INPUT DROP

iptables -P FORWARD DROP

iptables -P OUTPUT ACCEPT

# filter Blo] &2 7|24 AS 243 97]91A INPUT 2 FORWARD += DROP &}il
# OUTPUT & ACCEPT % &t}

iptables -A INPUT -i lo -j ACCEPT
iptables -A OUTPUT -o lo j ACCEPT
# Sz QlEFoAE £ Edme gut

iptables -A INPUT -i ethO -s 10.0.0.0/8 j DROP

iptables -A INPUT -i ethO -s 255.255.255.255/32 -j DROP
iptables -A INPUT -i ethO -s 0.0.0.0/8 -j DROP

iptables -A INPUT -i ethO -s 169.254.0.0/16 -j DROP
iptables -A INPUT -i ethO -s 172.16.0.0/12 -j DROP
iptables -A INPUT -i ethO -s 192.0.2.0/24 -j DROP
iptables -A INPUT -i ethO -s 192.168.0.0/16 -j DROP
iptables -A INPUT -i ethO -s 224.0.0.0/4 -j DROP
iptables -A INPUT -i ethO -s 240.0.0.0/5 -j DROP
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iptables -A INPUT -i ethO -s 248.0.0.0/5 -j DROP

# 9] Fol A NAT #H3td AAE Fete EfF thg A& sttt o]= INPUT chain
# o4 Wem AgstE Ak AMip 8 B WEAZAN A8HA Bt ip U
# 222 B A2 Aud

iptables -A FORWARD -i ethO -s 10.0.0.0/8 -j DROP

iptables -A FORWARD -i eth0 -s 255.255.255.255/32 -j DROP
iptables -A FORWARD -i ethO -s 0.0.0.0/8 -j DROP

iptables -A FORWARD -i ethO -s 169.254.0.0/16 -j DROP
iptables -A FORWARD -i eth0O -s 172.16.0.0/12 -j DROP
iptables -A FORWARD -i ethO -s 192.0.2.0/24 -j DROP
iptables -A FORWARD -i ethO -s 192.168.0.0/16 -j DROP
iptables -A FORWARD -i ethO -s 224.0.0.0/4 -j DROP
iptables -A FORWARD -i ethO -s 240.0.0.0/5 -j DROP
iptables -A FORWARD -i eth0O -s 248.0.0.0/5 -j DROP

# QoA NAT WU3t¥ S T3st] Wio] AME Fete EQF tig Alojs I
# ©o]&= FORWARD chain °|4 ZE® dAstH Hrh

iptables -A OUTPUT -d 10.0.0.0/8 -j DROP

iptables -A OUTPUT -d 255.255.255.255/32 -j DROP
iptables -A OUTPUT -d 0.0.0.0/8 -j DROP

iptables -A OUTPUT -d 169.254.0.0/16 -j DROP
iptables -A OUTPUT -d 172.16.0.0/12 j DROP
iptables -A OUTPUT -d 192.0.2.0/24 -j DROP
iptables -A OUTPUT -d 192.168.0.0/16 -j DROP
iptables -A OUTPUT -d 224.0.0.0/4 -j DROP
iptables -A OUTPUT -d 240.0.0.0/5 -j DROP
iptables -A OUTPUT -d 248.0.0.0/5 -j DROP

# Waldge A QR T Urte EfHd dig AoE gt

iptables -A FORWARD -i ethl -s 192.168.1.0/24 -j ACCEPT
# R AP ol A ARA QIEIH 0] 29 eth1 B3] S0k HAe
# U5 MEAIAA ] BEHA EFolnz 35830

iptables -t nat -A POSTROUTING -o ethQ -s 192.168.1.0/24 -j SNAT --to $SERVICE_IP
# WFoA 192168.1.0/24 G S A8E ¢ eth0S F3s] v}& o SERVICE_IP
# oA XA Fip 2 WEEH Y= I

iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
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iptables -A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
# oln] RS Ho] FEFA Hold 5o = ESTABLISHED,RELATED % & 3&
# St

iptables -t nat -A PREROUTING -d $SERVICE_IP -p TCP --dport 21 -j DNAT --to
192.168.1.1:21

# oA A A8 SERVICE_IP ¢ 21 ¥ T E= 3Fale Eff T2 192.168.1.1 o 21HO

# = Y3t wpeha QR A 221123 o 21O T HEEH 192.168.1.1 9 21¥ #
TE7} SH3HA Frh

iptables -t nat -A PREROUTING -d $SERVICE_IP -p TCP --dport 747 -j DNAT --to
192.168.1.12:80
# SERVICE_IP 9] 747 o 2 3l= E TS 192.168.1.12 9 80 WHoz ¥ g3t}

iptables -A INPUT -p TCP ! --syn -m state --state NEW -j DROP
iptables -A FORWARD -p TCP ! --syn -m state --state NEW -j DROP
# g5 Blo]Eol NEWeIHA syn BIEZ} A HA FL tep AL Ao

iptables -A INPUT -p ALL -m state --state INVALID -j DROP
iptables -A FORWARD -p ALL -m state --state INVALID -j DROP
iptables -A OUTPUT -p ALL -m state --state INVALID -j DROP
# AEl524 HolEolA INVALID ¢ A2 Awgict

iptables -A  FORWARD -p TCP --sport 1024: --dport 747 -m state --state NEW -
ACCEPT
# 39 1p4 747/tc TEE 3= EY =, 192168.1.12 9] 80HOo 2 FF3l= EFY
o == XMAo
= 38 F= dAolth

iptables -A FORWARD -p TCP --sport 1024: --dport 21 -m state --state NEW -
ACCEPT

# SFoll A NAT 243 21/tcp o] tia LE £99 183t

o
ol

iptables -A INPUT -p TCP -s 192.168.1.3 --sport 1024: --dport 22 -m state --state NEW
-j ACCEPT
# A E 913 192168.1.3 oA WEH O 2] ssh 21918 3 &3hth

iptables -N ICMP_HANDLE

iptables -F ICMP_HANDLE

# icmp EZ ol dldt A4 o =Z INPUT, FORWARD o sl 27 543 85

# HrEx o7 HAslojol 3l=d|, o]E 7t slr] 98] ICMP_HANDLE o]gl= ¥ 9
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# chainS A== it}

iptables -A ICMP_HANDLE -p ICMP --icmp-type echo-reply -j ACCEPT

iptables -A ICMP_HANDLE -p ICMP --icmp-type network-unreachable -j ACCEPT
iptables -A ICMP_HANDLE -p ICMP --icmp-type host-unreachable -j ACCEPT
iptables -A ICMP_HANDLE -p ICMP --icmp-type port-unreachable -j ACCEPT
iptables -A ICMP_HANDLE -p ICMP --icmp-type fragmentation-needed -j ACCEPT
iptables -A ICMP_HANDLE -p ICMP --icmp-type time-exceeded -j ACCEPT

# 3183 FoloF & Z 71X ICMP types AR Fot.

iptables -A INPUT -p ICMP -j ICMP_HANDLE

iptables -A FORWARD -p ICMP -j ICMP_HANDLE
# INPUT, FORWARD =+ 33 F ICMP 3jZl-& ICMP_HANDLE chain o Xt}
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<¥ 3 #4> v X By E LAY A

E
=

A iptablesE ©]-&3te] BHelA Wty &5 AT Agolnt. BelA Wolzta s
s

B Qo] glom, NAT ¢ W$ fAetAY @38 o fa idsith BaAs NATS
dE 28 18E a7}t 93, ©x FORWARD chain 12 &8 TE ARu MAstH

=

"ot B wEe 2 gl AHESY NAT ¢ #dd &5 obdfieh 2o] #A3d
AHE-3TY
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